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(57)Abstract 

PURPOSE: To decode ciphered information accurately even in 
ciphering communication using plural ciphering keys by transferring 
an identification number representing definitely a ciphered key/- 
decoding key together with ciphered information. 
CONSTITUTION: An input packet count circuit 211 in a ciphering 
section 200 counts number of packets inputted from a LAN control 
section and transfers a count to a ciphering key/ID read circuit 212. 
Then the ciphering key/ID read circuit 212 reads a ciphering key 
identifier definitely representing the ciphering key used for ciphering 
a packet from a memory 213. That is, a means transferring the 
ciphering key together with ciphering information informs the 
ciphering key attended with the ciphering information to a reception 
terminal equipment Then a means deciding a decoding key from the 
ciphering key in the received information in the reception terminal 
equipment decides a decoding key corresponding to the ciphering 
key used by the transmission terminal equipment. 
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CLAIMS 

[Claim(s)] , 
[Claim 1] It is the information transfer method characterized by to transmit an encryption key with encryption 
information in the information transfer method which enciphers and transmits information to an accepting station 
from a transmit terminal whenever said transmit terminal transmits encryption information, and for said accepting 
station to possess a means to determine a decode key from the encryption key in the received information, and to 
decode said receipt information using said decode key. 

[Claim 2] In the information transfer method which enciphers and transmits informat.on to an accepting station rrom 
a transmit terminal Said transmit terminal possesses a means to change the encryption key used according to a 
predetermined regulation. It is the information transfer method characterized by transmitting said encryption key 
with encryption information whenever it changes said encryption key. and for said accepting station possessing a 
means to determine a decode key from said encryption key in the received information, and decoding said receipt 
information using said decode key. _ 
[Claim 3] The information transfer method which enciphers an encryption key at least in claims 1 or 2 using said 
encryption key which can decode all the communication terminals in a network. 

[Claim 4] It is the information transfer method transmitted without enciphering an encryption key at least in claims 1 
or 2 

[Claim 5] It is the information transfer method which it transmits the decode key corresponding to an encryption 
key with said encryption information in the information transfer method which enciphers and transmits information 
to an accepting station from a transmit terminal whenever said transmit terminal transmits encrypt.on information, 
and is characterized by said accepting station decoding said receipt information using the decode key in the 
received information. 

[Claim 6] It is the information-transfer method which said transmit terminal possesses a means change the 
encryption key used according to a predetermined regulation, it transmits the decode key correspond.ng to said 
encryption key with encryption information in the information-transfer method which enciphers and transmits 
information to an accepting station from a transmit terminal whenever it changes said encrypt.on key, and is 
characterized by for said accepting station to decode said receipt information using the decode key in the received 

information. ... c c 

[Claim 7] The information transfer method which enciphers said decode key at least in claims 5 or 6 using a 

common key. . . c 

[Claim 8] It is the information transfer method transmitted without enciphering said decode key at least in claims o 

[Claim 9] In the information transfer method which enciphers and transmits information to an accepting station from 
a transmit terminal Said transmit terminal possesses a means to determine the encryption key identifier which 
shows the encryption key to be used to a meaning. It is the information transfer method characterized by 
transmitting said encryption key identifier with encryption information whenever it transmits encrypt.on information, 
and for said accepting station possessing a means to determine a decode key from the encryption key identifier in 
the received information, and decoding said receipt information using said decode key. 

[Claim 10] In the information transfer method which enciphers and transmits information to an accepting stat.on 
from a transmit terminal A means to determine the encryption key identifier which shows the encryption key which 
said transmit terminal uses to a meaning, A means to change said encryption key used according to a predeterm.ned 
regulation is provided. It is the information transfer method characterized by transmitting said encryption key 
identifier with encryption information whenever it changes said encryption key, and for said accepting stat.on 
possessing a means to determine a decode key from the identifier of said encryption key in the received 
information, and decoding said receipt information using said decode key. 

[Claim 11] The information transfer method possessing a means to associate and memorize said one or more 
encryption keys and said one encryption key identifier as a means to determine said encryption key identifier, in 

claims 9 or 10. . 

[Claim 12] The information transfer method which enciphers said encryption key identifier at least in claims 9, 10, or 

1 1 using said common key. ' < 

[Claim 13] It is the information transfer method transmitted without enciphering said encryption key identifier at 

least in claims 9, 10, or 11. . 
[Claim 14] In the information transfer method which enciphers and transmits information to an accepting station 
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from a transmit terminal Said transmit terminal possesses a means to determine the decode key identifier which 
shows the decode key corresponding to the encryption key to be used to a meaning. It is the information transfer 
method characterized by transmitting said decode key identifier with said encryption information whenever it 
transmits encryption information, and for said accepting station possessing a means to determine said decode key 
from said decode key identifier in the received information, and decoding said receipt information using said decode 
key. 

[Claim 1 5] In the information transfer method which enciphers and transmits information to an accepting station 
from a transmit terminal A means to determine the decode key identifier which shows the decode key corresponding 
to the encryption key which said transmit terminal uses to a meaning, A means to change said encryption key used 
according to a predetermined regulation is provided. It is the information transfer method characterized by 
transmitting said decode key identifier with encryption information whenever it changes said encryption key, and for 
said accepting station possessing a means to determine said decode key from said decode key identifier in the 
received information, and decoding said receipt information using said decode key. 

[Claim 16] The information transfer method possessing a means to associate and memorize said one or more 
encryption keys and said one decode key identifier as a means to determine said decode key identifier, in claims 14 

or 1 5. ' . . . 

[Claim 17] The information transfer method which enciphers said decode key identifier at least in claims 14, lb, or 

16 using said common key. . 
[Claim 18] It is the information transfer method transmitted without enciphering said decode key identifier at least in 

claims 14, 15, or 16. ... 
[Claim 19] It is the information transfer method characterized by enciphering information from a transmit terminal to 
an accepting station, for said transmit terminal enciphering information in the information transfer method which 
packet-izes encryption information and transmits it using two or more kinds of encryption keys, assembling a 
packet, and transmitting to said accepting station. 

[Claim 20] It is the information-transfer method which said transmit terminal possesses a means determine said 
encryption key identifier which shows said encryption key to be used to a meaning, it transmits said encryption key 
identifier with said encryption information in claim 19 whenever it transmits said encryption information, said 
accepting station possesses a means determine said decode key from said encryption key identifier in the received 
information, and decodes said receipt information using said decode key. 

[Claim 21] It is the information transfer method which said transmit terminal determines an encryption key from the 
transmit-terminal address, the accepting-station address, or both in the information transfer method which 
enciphers and transmits information to an accepting station from a transmit terminal, and is characterized by said 
accepting station determining a decode key from said transmit-terminal address in the received information, said 
accepting-station address, or both. 

[Claim 22] The information transfer method which possesses a means to associate and memorize said one or more 
transmit _ terminai addresses and said one encryption key as a means to determine said encryption key, in claim 21, 
and possesses a means to associate and memorize said one or more transmit-terminal addresses and said one 
decode key as a means to determine a decode key. 

[Claim 23] The information transfer method which possesses a means to associate and memorize said one or more 
accepting-station addresses and said one encryption key as a means to determine said encryption key, in claim 21, 
and possesses a means to associate and memorize said one or more accepting-station addresses and said one 
decode key as a means to determine said decode key. 

[Claim 24] A means to associate and memorize the combination of said one or more transmit-terminal addresses 
and said accepting-station address and said one encryption key as a means to determine said encryption key, in 
claim 21 is provided. The information transfer method possessing a means to associate and memorize the 
combination of said one or more transmit-terminal addresses and said accepting-station address, and said one 
decode key as a means to determine said decode key. 

[Claim 25] It is the information transfer method transmitted with said transfer information, without said transmit 
terminal enciphering either of said transmit-terminal addresses and said accepting-station addresses, or both at 
least in claims 21, 22, 23, or 24. 

[Claim 26] It is the information transfer method which said transmit terminal enciphers either of said transmit 
terminal addresses and said accepting-station addresses, or both in claims 21, 22, 23, or 24 using a common key, 
and transmits with said transfer information. 

[Claim 27] It is the information transfer method which said transmit terminal determines an encryption key in the 
information transfer method which enciphers and transmits information to an accepting station from a transmit 
terminal from the root information which shows the transfer path from said transmit terminal to said accepting 
station, and is characterized by said accepting station determining a decode key from said root information in the 
received information. 

[Claim 28] The information transfer method which possesses a means to associate and memorize one or more root 
information and said one encryption key, and possesses a means to associate and memorize said one or more root 
information and said one decode key as a means to determine a decode key, as a means to determine said 
encryption key, in claim 27. 

[Claim 29] It is the information transfer method transmitted with said transfer information, without said transmit 
terminal enciphering said root information at least in claims 27 or 28. 

[Claim 30] 3t is the information transfer method which said transmit terminal enciphers said root information in 
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claims 27 or 28 using said common key at least, and transmits with said transfer information. 
[Claim 31] The information-transmission method characterized by setting up an encryption key with at least one 
means among the command input from loading, loading from a read only memory, communication terminal, or control 
terminal from a floppy disk in the information transfer method which enciphers and transmits information to an 
accepting station from a transmit terminal. 

[Claim 32] The information transfer method characterized by having two or more setting means of arbitration among 
the command input from loading, loading from a read only memory, communication terminal, or control terminal from 
a floppy disk, and choosing the setting means of arbitration further in the information transfer method which 
enciphers and transmits information to an accepting station from a transmit terminal. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the information transfer method which enciphers and transmits 
information to a receiving-side communication terminal (an accepting station is called hereafter) from a 
transmitting-side communication terminal (a transmit terminal is called hereafter), and relates to the information 
transfer method which enciphers and transmits information using the encryption algorithm (an encryption key is 
called hereafter) which changes with transmission places of transfer information especially. 
[0002] 

[Description of the Prior Art] As a conventional secrecy communication mode using a code, the technique of an 
indication is in JP.3-262227A 

[0003] With the above-mentioned conventional technique, in order to perform a secrecy communication link among 
[ of two ] the Communication Bureau, the password / code memory which memorized many password codes and 
code codes (encryption key) to the same address to both Communication Bureau are provided. A sending station 
transmits the response demand signal which specified the address of a password / code memory to the receiving 
station, and a receiving station reads the password code memorized to the specified address, puts a password code 
on a reply signal, and answers a sending station. A sending station reads the code code of this address, after 
checking that the password code of a reply signal is right, and after it enciphers information using a code code, it 
transmits it to a receiving station. On the other hand, a receiving station reads the code code of the address and 
decodes receipt information using a code code. 
[0004] 

[Problem(s) to be Solved by the Invention] In applying the above-mentioned conventional technique to a 
connectionless communication link (CL communication link is called hereafter) like a Local Area Network (LAN is 
called hereafter), the following troubles arise. 

[0005] First, since there is no initiation of a clear communication link in CL communication link, there is a trouble 
that a code code cannot be transmitted in advance of a secrecy communication link. On the other hand, although 
the method of using a single code code can be considered, since the danger that a third person will gain a code^ 
code and the information in a network will come to hand without notice becomes high when a single code code is 
used, it is not desirable. 

[0006] Although what is necessary is just to use the code code of plurality [ raise / network security J, since a code 
code cannot be notified in advance of a communication link as mentioned above in CL communication link, the 
following new troubles occur. That is, it is not not necessarily the information addressed to itself that each terminal 
in a network receives in CL communication link. That is, each terminal supervises the transfer information on a 
network, and based on the root information included in transfer information (packet), a packet judges whether it is 
addressing to itself, and it selects a packet Here, when the root information from which plurality differs using the 
encryption code from which plurality differs in a network is enciphered, it is possible that the same encryption root 
information generates from different root information. That is, if a code code is not made in agreement in such a 
case between sender receiver terminals, it will receive accidentally [ information / which originally is not received ]. 
[0007] As a code code is notified as a similar technique of the conventional technique at the time (for example, 
opening hour) of the arbitration of CL communication link, even if it makes it not generate only different encryption 
root information, the following troubles arise from different root information further. Namely, since it determines as 
mentioned above whether choice of the packet on a network receives a packet in CL communication link, an 
accepting station must decode a packet using all code codes for every packet reception. This not only causes [ of a 
network throughput ] a fall, but causes [ of a hard amount ] an increment. 

[0008] The purpose of this invention is in the information transfer method using two or more encryption codes 
(encryption key) to offer the information transfer method which prevents the fall of the throughput accompanying 
incorrect reception and this of encryption information, and the increment in a hard amount, in order to maintain the 
confidentiality of the information transfer between sender receiver terminals. 
[0009] 

[Means for Solving the Problem] A means to form a means to transmit an encryption key with encryption 
information in a transmit terminal as first means to solve said technical problem, and to determine a decode key 
from the encryption key in the received information is formed in an accepting station. 

[001 0] The means which forms a means to transmit the decode key corresponding to an encryption key with 
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encryption information as second means to solve said technical problem in a transmit terminal, and reads the 
decode key in the received information is formed in an accepting station. 

[001 1] A means to form a means to determine the encryption key identifier which shows the encryption key to be' 
used to a meaning as third means to solve said technical problem, and a means to transmit said encryption key 
identifier with encryption information in a transmit terminal, and to determine a decode key from the encryption key 
identifier in the received information is formed in an accepting station. 

[0012] A means to form a means to determine the decode key identifier which shows the decode key corresponding 
to the encryption key to be used to a meaning as fourth means to solve said technical problem, and a means to 
transmit said decode key identifier with encryption information in a transmit terminal, and to determine a decode key 
from the decode key identifier in the received information is formed in an accepting station. 

[0013] A means to form a means to determine an encryption key from the transmit-terminal address, the accepting- 
station address, or both in a transmit terminal as fifth means to solve said technical problem, and to determine a 
decode key from the transmit-terminal address in the received information, the accepting-station address, or both 
is formed in an accepting station. 

[0014] A means to form a means to determine an encryption key from root information in a transmit terminal as 
sixth means to solve said technical problem, and to determine a decode key from the root information in the 
received information is formed in an accepting station. 
[0015] ... 

[Function] By the information transfer method using the first solution means, a means to transmit an encryption key 
with encryption information enables it to notify an encryption key to an accepting station along with encryption 
information. Furthermore, an accepting station can determine the decode key corresponding to the encryption key 
which the transmit terminal used with a means to determine a decode key from the encryption key in the received 
information. Since encryption information and an encryption key become a pair, and are transmitted by this 
information transfer method and a decode key can be further determined from an encryption key, even when using 
two or more encryption keys, it becomes possible to decode encryption information correctly. 
[0016] By the information transfer method using the second solution means, a means to transmit the decode key 
corresponding to an encryption key with encryption information enables it to notify a decode key to an accepting 
station along with encryption information. Furthermore, an accepting station can determine the decode key 
corresponding to the encryption key which the transmit terminal used with the means which reads the decode key in 
the received information. Since a corresponding decode key serves as encryption information to a pair by this 
information transfer method and it is transmitted, even when using two or more encryption keys, it becomes 
possible to decode encryption information correctly. 

[0017] By the information transfer method using the third solution means, a means to transmit the encryption key 
identifier which shows the encryption key to be used to a meaning with encryption information enables it to notify 
an encryption key identifier to an accepting station. Furthermore, the encryption key / decode key of a lot become 
settled from an encryption key identifier to an encryption key identifier with a means to determine a decode key. 
Since encryption information and an encryption key identifier become a pair and are transmitted by this information 
transfer method, even when using two or more encryption keys, it becomes possible to decode encryption 
information correctly. 

[0018] By the information transfer method using the fourth solution means, a means to transmit the decode key 
identifier which shows the decode key corresponding to the encryption key to be used to a meaning with encryption 
information enables it to notify a decode key identifier to an accepting station. Furthermore, the encryption key / 
decode key of a lot become settled from a decode key identifier to a decode key identifier with a means to 
determine a decode key. Since encryption information and a decode key identifier become a pair and are transmitted 
.by this information transfer method, even when using two or more encryption keys, it becomes possible to decode 
encryption information correctly. 

[001 9] By the information transfer method using the fifth solution means, the encryption key / decode key of a lot 
become settled with a means to determine a decode key, to the address of the transmit-terminal address, the 
accepting-station address, or both from a means to determine an encryption key from the transmit-terminal 
address, the accepting-station address, or both, the transmit-terminal address in the received information, the 
accepting-station address, or both. Since the transmit-terminal address and the accepting-station address are 
transmitted with encryption information by this information transfer method, even when using two or more 
encryption keys, encryption information can be decoded correctly. 

[0020] By the information transfer method using the sixth solution means, the encryption key / decode key of a lot 
become settled to root information with a means to determine an encryption key from root information, and a means 
to determine a decode key from the root information in the received information. Since root information is 
transmitted with encryption information by this information transfer method, even when using two or more 
encryption keys, encryption information can be decoded correctly. 
[0021] 

[Example] Drawing 2 is the block diagram of the workstation (WS is called hereafter) body 100 equipped with LAN 
interface board 140 (a LAN interface is called hereafter) which used this invention. 

[0022] In drawing 2 , user I/O interface 1 1 0, CPU1 20, memory 1 30, the LAN interface 1 40, and the FD control 
section 150 are connected with the internal bus 160. User I/O interface 110 is an interface of the WS body 100, an 
input device (keyboard), and an output unit (display), and has functions, such as a transfer to the internal bus 160 of 
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the input signal from a keyboard, and an output to the display of the signal from an internal bus 160. In addition, in 
this example, although the input device was used as the keyboard and the output unit was used as the display, this 
configuration does not limit this invention. 

[0023] CPU 120 is a block which performs the processing of the information from the end of the other end etc. and 
the control of each functional block which are inputted through the information inputted from a keyboard, and the 
LAN interface 140. Memory 130 is functional block which stores the various above-mentioned information, and, in 
the case of the processor limited of CPU120, the output waiting to a display, etc., stores the information concerned. 
The LAN interface 140 is a block which has a function for connecting WS to a network (LAN), and it performs 
encryption of the termination of a MAC (Media Access Control) layer, and transfer information while it changes a 
transmission format of an internal bus 160, and a transmission format of LAN. The FD control section 1 50 has 
functions, such as save in loading from a floppy disk (henceforth, FD), and FD, according to directions of CPU120. 
An internal bus 160 consists of a data bus to which the data which WS processes are transmitted, and a control 
information bus to which the control information for controlling each functional block is transmitted. 
[0024] Drawing 3 is the functional block diagram of the LAN interface 140. The LAN interface 140 consists of the 
bus interface 170, the LAN control section 180, ROM190, the encryption section 200, and a transmission part 210. 
[0025] the bus interface 170 — logging of the information block from an internal bus 1 60, the transfer to the LAN 
control section 180 of an information block, buffering of the information block further transmitted from the LAN 
control section 180, and the internal bus of an information block — it changes by putting. The LAN control section 
180 is a block which realizes MAC layer ability, such as generation/decomposition of a packet, and addition/deletion 
of a packet header. The transmit-terminal address (transmitting agency address) and the accepting-station address 
(destination address) are included in a packet header. The MAC Address registered into ROM 190 is written in the 
transmitting agency address. The MAC Address registered into ROM1 90 is the address assigned only to WS. On the 
other hand, the MAC Address assigned to WS of the transmission place of a packet is written in a destination 
address. The MAC Address of these destinations WS is memorized as a database by the memory in the LAN control 
section 180. The encryption section 200 decodes the encryption information received from LAN, and transmits it to 
the LAN control section 180 while it enciphers information from the LAN control section 180. The information from 
the encryption section 200 is changed into a transmission format of LAN to connect, and a transmission part 210 
transmits it to LAN. Moreover, the information transmitted from LAN is changed into the format in self-WS. 
[0026] Next, the encryption section 200 is explained to a detail using drawing 1 . In drawing 1 , the input packet 
count circuit 211 counts the number of packets inputted from the LAN control section 180, and transmits counted 
value to an encryption key / ID readout circuitry 212. An encryption key / ID readout circuitry 212 reads the 
encryption key identifier (the encryption key ID is called hereafter) which shows the encryption key used for 
encryption of a packet, and an encryption key to a meaning from memory 213 based on counted value. 
[0027] The example of a configuration of memory 213 is shown in drawing 4 (a). To the counted value 301 from zero 
to 255, the encryption key 302 is registered 256 kinds so that it may correspond to one to one, and the encryption 
key ID 303 from 00 to FF is making it register with each encryption key by hexadecimal display in this example. In 
addition, it is possible to also make the same encryption key correspond to two or more different encryption keys 
ID. In such a case, 256 or less kinds of encryption keys are registered to 256 kinds of counted value, and the 
encryption key ID. Furthermore, an encryption key / ID readout circuitry 212 transmits the encryption key ID to the 
encryption key ID insertion circuit 216 while transmitting an encryption key to the encryption circuit 215. A buffer 
214 stores the packet which inputted only the time amount to a transfer of an encryption key from the LAN control 
section 180. The encryption key ID insertion circuit 216 inserts the encryption key ID transmitted to the position of 
a packet from the encryption key / ID readout circuitry 212. 

[0028] The insertion point of the encryption key ID 504 in this example is shown in drawing 5 . A packet 500 
consists of a packet header and an information field 501. In the packet header, a destination address 502 and the 
transmitting agency address 503 are written in. Encryption key ID 504 It inserts between User Information 505 and a 
packet header. In a MAC layer, since the encryption key ID 504 and User Information 505 are dealt with as an 
information field 501, insertion of the encryption key ID 504 does not affect a MAC layered protocol. 
[0029] On the other hand, the encryption circuit 215 enciphers the packet inputted from a buffer 214, and transmits 
it to the encryption key ID insertion circuit 216. In this example, it enciphers using the encryption key (a common 
encryption key is called hereafter) which can decode all the communication equipment in a network, and the 
encryption key ID enciphers other parts using the encryption key according to individual read from memory 213. 
[0030] Next, the processing when receiving encryption information from LAN is explained. The encryption key ID 
separation circuit 217 starts the section of the encryption key ID from a reception encryption packet, and transmits 
it to the decode key readout circuitry 218. Parts other than the encryption key ID are stored in a buffer 220 as they 
are. The decode key readout circuitry 218 reads a decode key from memory 219 based on the encryption key ID. 
Since the encryption key ID is enciphered with the common encryption key, all accepting stations can decode the 
encryption key ID. In addition, since the encryption key ID enciphered as the encryption key ID of a plaintext since 
the common encryption key was used for encryption of the encryption key ID in this example corresponds to one to 
one, it is also possible to use without decoding the encryption key ID of the packet which received, and to choose a 
decode key. Moreover, it is also possible to transmit with the encryption information on other, without enciphering 
the encryption key ID, and a decode key is chosen, using the encryption key ID which the encryption key ID 
separation circuit 217 cut down in that case as it is. 

[0031] The example of a configuration of memory 219 is shown in drawin g 4 (b). In this example, the decode key 402 
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is registered 256 kinds so that it may correspond to one to one to the encryption key ID 401 from 00 to FF by 
hexadecimal display. In addition, it is possible to also make the same decode key correspond to two or more 
different encryption keys ID like memory 213. In such a case, 256 or less kinds of decode keys are registered to 256 
kinds of encryption keys ID. The decode key readout circuitry 218 reads the decode key which becomes settled 
uniquely with the encryption key ID, and transmits it to the decode circuit 221. The decode circuit 221 decodes the 
packet inputted from a buffer 220 using a decode key, and transmits it to the LAN control section 180. [0032] Next, 
the setting approach of of the counted value / encryption key / encryption key ID / decode key in this example is 
explained. In this example, setting data are loaded from a floppy disk (FD) at the time of a system construction. The 
memory write control 222 performs write-in control of the setting data to the memory 213 which registers counted 
value / encryption key / encryption key ID. On the other hand, the memory write control 223 performs write-in 
control of the setting data to the memory 219 which registers encryption key ID / decode key. In addition, when 
modification of setting data arises, the contents of registration in memory are rewritten by the command input from 
the communication terminal or control terminal in a network. In this case, the setting data processed by CPU120 
within the WS body 100 are transmitted to the memory write control 222 and the memory write control 223 through 
an internal bus 160. Write control 222 and 223 rewrites the contents of registration of memory 213 and memory 219 
based on directions of CPU 120. 

[0033] Next, the second example is explained using drawing 6 and drawing 7 . In this example, the encryption key 
used based on the destination address of a packet inputted from the LAN control section 180 is determined. In 
addition, since only actuation of the first example and the encryption section 200 differs, this example explains only 
the encryption section 200. 

[0034] In drawing 6 , the destination address readout circuitry 224 reads the destination address of a packet 
inputted from the LAN control section 180, and transmits it to the encryption key readout circuitry 225. The 
encryption key readout circuitry 225 reads the encryption key to be used from memory 213 based on a destination 
address. 

[0035] The example of a configuration of the memory 213 in this example is shown in drawing 7 (a). By memory 213, 
to 256 kinds of transmitting packet destination addresses 304 (DA#0-DA#255), the encryption key 302 is registered 
256 kinds so that it may correspond to one to one. The address for the individual communication link to each 
terminal, the address for a group communication link given common to two or more terminals, and the address for 
simultaneous broadcasts given common to all terminals are located in a destination address. In addition, it is 
possible to also make the same encryption key correspond to two or more different destination addresses. In such a 
case, 256 or less kinds of encryption keys are registered to 256 kinds of destination addresses. Furthermore, it is 
also possible to register an encryption key to the combination of a destination address and the transmitting agency 
address, so that it may correspond to one to one. Furthermore, the encryption key readout circuitry 225 transmits 
an encryption key to the encryption circuit 215. A buffer 214 stores the packet which inputted only the time amount 
to a transfer of an encryption key from the LAN control section 180. The encryption circuit 215 enciphers the 
packet inputted from a buffer 214, and transmits it to a transmission part 210. In this example, a destination address 
and the transmitting agency address are enciphered using a common encryption key, and other parts are enciphered 
using the encryption key read from memory 213. 

[0036] In this example, since a characteristic parameter like the encryption key ID in the first example is not used, 
the packet format delivered and received between the encryption section 200 and a transmission part 210 is in 
agreement with the packet format of the MAC layered protocol which a LAN control section supports. 
[0037] Next, the processing when receiving encryption information (packet) from LAN is explained. The destination 
address separation circuit 226 copies the section of a destination address from an encryption packet, and transmits 
it to the decode key readout circuitry 218. The decode key readout circuitry 218 reads a decode key from memory 
219 based on a destination address. Since the destination address is enciphered with the common encryption key, 
all accepting stations can decode a destination address. In .addition, since the common encryption key is used for 
encryption of a destination address in this example and the destination address enciphered as the destination 
address of a plaintext corresponds to one to one, it is also possible to use without decoding the destination address 
of the packet which received, and to choose a decode key. Moreover, it is also possible to transmit with the 
encryption information on other, without enciphering a destination address, and a decode key is chosen, using the 
destination address which the destination address separation circuit 226 copied in that case as it is. 
[0038] The example of a configuration of memory 219 is shown in drawing 7 (b). In this example, it is registered so 
that the decode key 402 of a class (N+2) may correspond to one to one to the destination address 403 of the 
receive packet of a class (N+2). To the address of the total (N+2) class of one kind of simultaneous multiple address 
address in the case of performing broadcast to the group address N class in case of performing the group 
communication link to the group who specifically contains one kind of self-address in case sefMVS serves as an 
accepting station of an individual communication link, and self-WS, and all terminals, the decode key 402 of a class 
is registered so that it may correspond to one to one (N+2). In addition, it is possible to also make the same decode 
key correspond to two or more different receive-packet destination addresses. In such a case, (N+2) the decode 
key below a class (N+2) is registered to the destination address of a class. Furthermore, it is also possible to 
register a decode key to the combination of a destination address and the sending agency address, so that it may 
correspond to one to one. The decode key readout circuitry 218 reads the decode key which becomes settled 
uniquely with a destination address, and transmits it to the decode circuit 221. The decode circuit 221 decodes the 
packet inputted from a buffer 220 using a decode key, and transmits it to the LAN control section 180. 
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[0039] Next the setting approach of of the transmitting packet destination address / encryption key in this example, 
and a receive-packet destination address / decode key is explained. In this example, setting data are loaded from 
FD at the time of a system construction. The memory write control 222 performs write-in control of the setting 
data to the memory 213 which registers a transmitting packet destination address / encryption key. On the other 
hand, memory #2 write control 223 performs write-in control of the setting data to the memory 219 which registers 
a receive-packet destination address / decode key. In addition, when modification of setting data arises, the 
contents of registration in memory are rewritten by the command input from the communication terminal or control 
terminal in a network. In this case, the setting data processed by CPU120 within the WS body 100 are transmitted 
to the memory write control 222 and the memory write control 223 through an internal bus 160. Write control 
222,223 rewrites the contents of registration of memory 213 and memory 219 according to directions of CPU 120. 
[0040] Next, the third example is explained using drawing 8 and drawing 9 . In this example, the encryption key used 
based on the root information on the packet inputted from the LAN control section 180 is determined. In addition, 
since the first example of the above-mentioned [ this example ] differs only from actuation of the encryption 
section 200, only the encryption section 200 is explained. 

[0041] In drawing 8 , the root information readout circuitry 227 reads the root information on the packet inputted 
from the LAN control section 180, and transmits it to the encryption key readout circuitry 225. The encryption key 
readout circuitry 225 reads the encryption key to be used from memory 213 based on root information. 
[0042] The example of a configuration of the memory 213 in this example is shown in drawing 9 (a). By memory 213, 
to 256 kinds of transmitting packet root information 305 (VCN#0-VCN#255), the encryption key 302 is registered 
256 kinds so that it may correspond to one to one. In addition, the setting approach of root information is arbitrary 
and does not restrict this invention. The encryption key readout circuitry 225 transmits an encryption key to the 
encryption circuit 215. A buffer 214 stores the packet which inputted only the time amount to a transfer of said 
encryption key from the LAN control section 180. The encryption circuit 215 enciphers the packet inputted from a 
buffer 214, and transmits it to a transmission part 210. In this example, root information is enciphered using, a 
common encryption key, and other parts are enciphered using the encryption key read from memory 213. 
[0043] Since a characteristic parameter [ like the encryption key ID in the first example ] whose this example is also 
is not used, the packet format delivered and received between the encryption section 200 and a transmission part 
210 is completely in agreement with the packet format of the MAC layered protocol which a LAN control section 
supports. 

[0044] Next, the processing when receiving encryption information (packet) from LAN is explained. The root 
information-separator circuit 228 copies the section of root information from an encryption packet, and transmits it 
to the decode key readout circuitry 218. The decode key readout circuitry 218 reads a decode key from memory 
219 based on root information. Since root information is enciphered with the common encryption key, all accepting 
stations can decode root information. In addition, since the root information enciphered as the root information on a 
plaintext since the common encryption key was used for encryption of root information in this example corresponds 
to one to one, it uses without decoding the root information on the packet which received, and it can also choose a 
decode key. Moreover, it is also possible to transmit with the encryption information on other, without enciphering 
root information, and a decode key is chosen, using the root information which the root information-separator 
circuit 228 copied in that case as it is. 

[0045] The example of a configuration of memory 219 is shown in drawing 9 (b). In this example, to the root 
information 404 on a receive packet, 256 kinds of decode keys 402 are registered so that it may correspond to one 
to one. In addition, it is possible to also make the same decode key correspond to two or more different root 
information. In such a case, 256 or less kinds of decode keys are registered to 256 kinds of root information. The 
decode key readout circuitry 218 reads the decode key which becomes settled uniquely for root information, and 
transmits it to the decode circuit 221. The decode circuit 221 decodes the packet inputted from a buffer 220 using 
a decode key, and transmits it to the LAN control section 180. 

[0046] Next, the setting approach of of the transmitting packet root information / encryption key in this example, 
and a receive-packet root information / decode key is explained. In this example, setting data are loaded from FD at 
the time of a system construction. The write control 222 of memory 213 performs write-in control of the setting 
data to the memory 213 which registers transmitting packet root information / encryption key. On the other hand, 
the write control 223 of memory 219 performs write-in control of the setting data to the memory 219 which 
registers receive-packet root information / decode- key. In addition, when modification of setting data arises, the , 
contents of registration in memory are rewritten by the command input from the communication terminal or control 
terminal in a network. In this case, the setting data processed by CPU120 within the WS body 100 are transmitted 
to memory #1 write control 222 and memory #2 write control 223 through an internal bus 1 60. Write control 222 and 
223 rewrites the contents of registration of memory 213 and memory 219 based on directions of CPU120. 
[0047] Next, the fourth example is explained using drawing 10 and drawing 1 1 . In this example, the encryption key 
used based on the MAC Address of the communication terminal which transmits a packet is determined. Therefore, 
when one communication terminal has two or more MAC Addresses physically, the end of an end will have two or 
more encryption keys, and when two or more communication terminals share one MAC Address, two or more 
terminals will share one encryption key. In addition, since the first example of the above-mentioned [this example ] 
differs only from actuation of the encryption section 200, only the encryption section 200 is explained. 
[0048] In drawing 10 , the transmitting agency address readout circuitry 229 reads the transmitting agency address 
of the packet inputted from the LAN control section 180, and transmits it to the encryption key readout circuitry 



JP,06-037750,A [DETAILED DESCRIPTION] 



6/9 K—is 



225. The encryption key readout circuitry 225 reads the encryption key to be used from memory 213 based on the 
said transmitting former address. 

[0049] The example of a configuration of the memory 213 in this example is shown in drawing 11 (a), in this example, 
one kind of encryption key 302 is registered to the 1 kind of transmitting packet transmitting former addresses 306. 
The encryption key readout circuitry 225 transmits an encryption key to the encryption circuit 215. A buffer 214 
stores the packet which inputted only the time amount to a transfer of an encryption key from the LAN control 
section 180. The encryption circuit 215 enciphers the packet inputted from a buffer 214, and transmits it to a 
transmission part 210. In this example, a destination address and the transmitting agency address are enciphered 
using a common encryption key, and other parts are enciphered using the encryption key read from memory 213. 
[0050] Since a characteristic parameter [ like the encryption key ID in the first example ] whose this example is also 
is not used, the packet format delivered and received between the encryption section 200 and a transmission part 
210 is in agreement with the packet format of the MAC layered protocol which a LAN control section supports. 
[0051] Next, the processing when receiving encryption information (packet) from LAN is explained. The transmitting 
agency address separation circuit 230 copies the section of the transmitting agency address from an encryption 
packet, and transmits it to the decode key readout circuitry 218. The decode key readout circuitry 218 reads a 
decode key from memory 219 based on the transmitting agency address. Since the transmitting agency address is 
enciphered with the common encryption key, all accepting stations can decode the transmitting agency address. In 
addition, since the common encryption key is used for encryption of the transmitting agency address in this example 
and the transmitting agency address enciphered as the transmitting agency address of a plaintext corresponds to 
one to one, it is also possible to use without decoding the transmitting agency address of the packet which received, 
and to choose a decode key. Moreover, it is also possible to transmit with the encryption information on other, 
without enciphering the transmitting agency address, and a decode key is chosen, using the transmitting agency 
address which the transmitting agency address separation circuit 230 copied in that case as it is. 
[0052] The example of a configuration of memory 219 is shown in drawing jl (b). In this example, it is registered so 
that 256 kinds of decode keys 402 may correspond to one to one to the transmitting agency address 405 of 256 
kinds of receive packets. In addition, it is possible to also make the same decode key correspond to two or more 
different receive-packet transmitting former addresses. In such a case, 256 or less kinds of decode keys are 
registered to 256 kinds of destination addresses. The decode key readout circuitry 218 reads the decode key which 
becomes settled uniquely in the transmitting agency address, and transmits it to the decode circuit 221. The decode 
circuit 221 decodes the packet inputted from a buffer 220 using a decode key, and transmits it to the LAN control 

section 1 B0. . 
[0053] Next, the setting approach of of the transmitting packet transmitting former address / encryption key in this 
example, and the receive-packet transmitting former address / decode key is explained. In this example, setting 
data are loaded from FD at the time of a system construction. Memory 21 3 write control 222 performs write-in 
control of the setting data to the memory 213 which registers the transmitting packet transmitting former address / 
encryption key. On the other hand, the write control 223 of memory 219 performs write-in control of the setting 
data to the memory 219 which registers the receive-packet transmitting former address / decode key. In addition, 
when modification of setting data arises, the contents of registration in memory are rewritten by the command input 
from the communication terminal or control terminal in a network. In this case, the setting data processed by 
CPU120 within the WS body 100 are transmitted to the write control 222 of memory 213, and the write control 223 
of mernory 219 through an internal bus 1 60. Write control 222 and 223 rewrites the contents of registration of 
memory 213 and memory 219 based on directions of CPU120. 

[0054] Next, the fifth example is explained using drawing 1 2 , drawing 13 , and 14. This example transmits an 
encryption key with encryption information to the first example transmitting the encryption key ID with encryption 
information. In addition, since only actuation of the first example and the encryption section 200 differs, this example 
also explains only the encryption section 200. 

[0055] In drawing 12 , the input packet count circuit 21 1 counts the number of packets inputted from the LAN 
control section 180, and transmits counted value to the encryption key readout circuitry 231. The encryption key 
readout circuitry 231 reads the encryption key used for encryption of a packet from memory 213 based on counted 
value. 

[0056] The example of a configuration of memory 213 is shown in drawing 1 3 (a). In this example, to the counted 
value 301 from zero to 255, the encryption key 302 is registered 256 kinds so that it may correspond to one to one. 
In addition, it is possible to also make the same encryption key correspond to two or more different counted value. 
In such a case, 256 or less kinds of encryption keys are registered to 256 kinds of counted value. Furthermore, the 
encryption key readout circuitry 231 transmits an encryption key to the encryption circuit 215 and the encryption 
key insertion circuit 232. A buffer 214 stores the packet which inputted only the time amount to a transfer of an 
encryption key from the LAN control section 180. The encryption key insertion circuit 232 inserts the encryption 
key transmitted to the position of a packet from the encryption key readout circuitry 231. 

[0057] The insertion point of the encryption key 506 in this example is shown in drawing 14 . A packet 500 consists 
of a packet header and an information field 501. In the packet header, a destination address 502 and the 
transmitting agency address 503 are written in. The encryption key 506 is inserted between User Information 505 
and a packet header. In a MAC layer, since the encryption key 506 and User Information 505 are dealt with as an 
information field 501, insertion of the encryption key 506 does not affect a MAC layered protocol. 
[0058] On the other hand, the encryption circuit 215 enciphers the packet inputted from a buffer 214, and transmits 
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it to the encryption key insertion circuit 232/ In this example, an encryption key is enciphered using the encryption 
key (a common encryption key is called hereafter) which can decode all the communication equipment in a network, 
and other parts are enciphered using the encryption key according to individual read from memory 213. 
[0059] Next the processing when receiving encryption information from LAN is explained. The encryption key 
separation circuit 233 starts the section of an encryption key from a reception encryption packet, and transmits it 
to the decode key readout circuitry 218. Parts other than an encryption key are stored in a buffer 220 as they are. 
The decode key readout circuitry 218 reads a decode key from memory 219 based on an encrypt,on key. Since the 
encryption key is enciphered with the common encryption key, all accepting stations can decode an encryption key. 
In addition since the common encryption key is used for encryption of an encryption key in this example and the 
encryption key enciphered as the encryption key of a plaintext corresponds to one to one. it is also possible to use 
without decoding the encryption key of the packet which received, and to choose a decode key. Moreover, it is also 
possible to transmit with the enci^ption information on other, without enciphering an encryption key, and a decode 
key is chosen, using the encryption key which the encryption key separation circuit 233 cut down in that case as .t 

[0060] The example of a configuration of memory 21 9 is shown in drawing 13 (b). In this example, the decode key 
402 (D-Key#0-D-Key#255) is registered 256 kinds so that it may correspond to 256 kinds of encryption keys 406 
(C-Key#0-C-Key#255) at one to one. The decode key readout circuitry 218 reads the decode key which becomes 
settled uniquely with an encryption key, and transmits it to the decode circuit 221. The decode circuit 221 decodes 
the packet inputted from a buffer 220 using a decode key, and transmits it to the LAN control section 80. 
[0061] Next the setting approach of of the counted value / encryption key / decode key in this example is 
explained In this example, setting data are loaded from a floppy disk (FD) at the time of a system constructs. 
Memory #1 write control 222 performs write-in control of the setting data to the memory 213 which registers 
counted value / encryption key. On the other hand, the write control 223 of memory 219 performs write-in control 
of the setting data to the memory 219 which registers an encryption key / decode key. In addition, when 
modification of setting data arises, the contents of registration in memory are rewritten by the command input from 
the communication terminal or control terminal in a network. In this case, the setting data processed by CPU120 
within the WS body 100 are transmitted to the write control 222 of memory 213, and the write control 223 of 
memory 219 through an internal bus 160. Write control 222 and 223 rewrites the contents of registrat.on of memory 
21 3 and memory 21 9 based on directions of CPU 1 20. 

[0062] Next the sixth example is explained using drawing 15 . drawing 16 , and drawing 17 . This example transm.ts a 
decode key with encryption information to the first example transmitting the encryption key ID with encryption 
information. In addition, since only actuation of the first example and the encryption section 200 differs, this example 
also explains only the encryption section 200. 

[0063] In drawing 1 5 , the input packet count circuit 21 1 counts the number of packets inputted from the LAN 
control section 180, and transmits counted value to an encryption key / decode key readout circuitry 234. An 
encryption key / decode key readout circuitry 234 reads the decode key used at the time of the encryption key 
used for encryption of a packet, and decode from memory 213 based on counted value. 

[0064] The example of a configuration of memory 213 is shown in drawing 16 . In this example, to the counted value 
301 from zero to 255 the encryption key 302 and the decode key 307 are registered 256 sets so that it may 
correspond to one to one. In addition, it is possible to also make the same encryption key / decode key correspond 
to two or more different counted value. In such a case. 256 or less sets of an encryption key / decode keys are 
registered to 256 kinds of counted value. Furthermore, an encryption key / decode key readout circuitry 234 
transmits a decode key to the decode key insertion circuit 235 while transmitting an encryption key to the 
encryption circuit 21 5. A buffer 214 stores the packet which inputted only the time amount to a transfer of an 
encryption key from the LAN control section 180. The decode key insertion circuit 232 inserts the decode key 
transmitted to the position of a packet from the encryption key / decode key readout circuitry 234. 
[0065] The insertion point of the decode key 507 in this example is shown in drawing 17 . A packet 500 consists of a 
packet header and an information field 501. In the packet header, a destination address 502 and the transmitt.ng 
agency address 503 are written in. The decode key 507 is inserted between User Information 505 and a packet 
header. In a MAC layer, since the decode key 507 and User Information 505 are dealt with as an information field 
501 insertion of the decode key 507 does not affect a MAC layered protocol. 

[0066] The encryption circuit 215 enciphers the packet inputted from a buffer 214, and transmits it to the decode 
key insertion circuit 235. In this example, a decode key is enciphered using a common encryption key, and other 
parts are enciphered using the encryption key according to individual read from memory 213. 
[0067] Next the processing when receiving encryption information from LAN is explained. The decode key 
separation circuit 236 starts the section of a decode key from a reception encryption packet, and transmits it to the 
decode circuit 221. Since the decode key is enciphered with the common encryption key, all accepting stations can 
decode a decode key. Moreover, it is also possible to transmit with the encryption information on other, without 
enciphering a decode key, and the decode key which the decode key separation circuit 236 cut down in that case is 
used as it is. The decode circuit 221 decodes the packet transmitted from the decode key separation circuit 236 
using the decode key concerned, and transmits it to the LAN control section 1B0. 

[0068] Next, the setting approach of of the counted value / encryption key / decode key in this example is 
explained In this example, setting data are loaded from a floppy disk (FD) at the time of a system construction. The 
write control 222 of memory 213 performs write-in control of the setting data to the memory 213 which registers 
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counted value / encryption key / decode key. In addition, when modification of setting data arises, the contents of 
registration in memory are rewritten by the command input from the communication terminal or control terminal in a 
network. In this case, the setting data processed by CPU120 within the WS body 100 are transmitted to the write 
control 222 of memory 213 through an internal bus 160. Write control 222 rewrites the contents of registration of 
memory 213 based on directions of CPU120. 

[0069] Next, the seventh example is explained using drawing 18 , drawing 1 9 , and 20. This example transmits a 
decode key identifier (the decode key ID is called hereafter) with encryption information to the first example 
transmitting the encryption key ID with encryption information. In addition, since only actuation of the first example 
and the encryption section 200 differs, this example also explains only the encryption section 200. 
[0070] In drawing 18 , the input packet count circuit 21 1 counts the number of packets inputted from the LAN 
control section 180, and transmits counted value to an encryption key / ID readout circuitry 212. An encryption 
key / ID readout circuitry 212 reads the decode key ID which shows the decode key corresponding to the 
encryption key and encryption key which are used for encryption of a packet to a meaning from memory 213 based 
on counted value. 

[0071] The example of a configuration of memory 213 is shown in drawing 19 (a). In this example, to the counted 
value 301 from zero to 255, the encryption key 302 and the decode key ID 308 are registered 256 sets so that it 
may correspond to one to one. In addition, it is possible to also make same encryption key /' decode key ID 
correspond to two or more different counted value. In such a case, 256 or less sets of an encryption key / decode 
keys ID are registered to 256 kinds of counted value. Furthermore, an encryption key / decode key readout circuitry 
212 transmits the decode key ID to the decode key ID insertion circuit 237 while transmitting an encryption key to 
the encryption circuit 215. A buffer 214 stores the packet which inputted only the time amount to a transfer of an 
encryption key from the LAN control section 180. The decode key ID insertion circuit 237 inserts the decode key ID 
transmitted to the position of a packet from the encryption key / ID readout circuitry 21 2. 

[0072] The insertion point of the decode key ID 508 in this example is shown in drawing 20 . A packet 500 consists 
of a packet header and an information field 501. In the packet header, a destination address 502 and the 
transmitting agency address 503 are written in. The decode key ID 508 is inserted between User Information 505 
and a packet header. In a MAC layer, since the decode key ID 508 and User Information 505 are dealt with as an 
information field 501, insertion of the decode key ID 508 does not affect a MAC layered protocol. 
[0073] The encryption circuit 215 enciphers the packet inputted from a buffer 214, and transmits it to the decode 
key ID insertion circuit 237. In this example, a decode key is enciphered using a common encryption key, and other 
parts are enciphered using the encryption key according to individual read from memory 213. 
[0074] Next, the processing when receiving encryption information from LAN is explained. The decode key ID 
separation circuit 237 starts the section of the decode key ID from a reception encryption packet, and transmits it 
to the decode key readout circuitry 218. Parts other than the decode key ID are stored in a buffer 220 as they are. 
The decode key readout circuitry 218 reads a decode key from memory 219 based on said decode key ID. Since the 
decode key ID is enciphered with the common encryption key, all accepting stations can decode the decode key ID. 
In addition, since the common encryption key is used for encryption of the decode key ID in this example and the 
decode key ID enciphered as the decode key ID of a plaintext corresponds to one to one, it is also possible to use 
without decoding the decode key ID of the packet which received, and to choose a decode key. Moreover, it is also 
possible to transmit with the encryption information on other, without enciphering the decode key ID, and a decode 
key is chosen, using the decode key ID which the decode key ID separation circuit 238 cut down in that case as it 
is. 

[0075] The example of a configuration of memory 219 is shown in drawing 19 (b). In this example, the decode key 
402 is registered 256 kinds so that it may correspond to 256 kinds of decode keys ID 407 at one to one. The decode 
key readout circuitry 218 reads the decode key which becomes settled uniquely with the decode key ID, and 
transmits it to the decode circuit 221. The decode circuit 221 decodes the packet inputted from a buffer 220 using 
a decode key, and transmits it to the LAN control section 180. 

[0076] Next, the setting approach of of the counted value / encryption key / decode key ID / decode key in this 
example is explained. In this example, setting data are loaded from a floppy disk (FD) at the time of a system 
construction. The write control 222 of memory 213 performs write-in control of the setting data to the memory 213 
which registers counted value / encryption key / decode key ID. The write control 223 of memory 219 performs 
write-in control of the setting data to the memory 219 which registers decode key ID / decode key. In addition, 
when modification of setting data arises, the contents of registration in memory are rewritten by the command input 
from the communication terminal or control terminal in a network. In this case, the setting data processed by 
CPU 120 within the WS body 100 are transmitted to the write control 222 of memory 213 through an internal bus 
160. Write control 222 rewrites the contents of registration of memory 213 and memory 219 based on directions of 
CPU 120. 

[0077] Next, the eighth example is explained using drawin g 21 and drawin g 22 . As for the seventh example, the 
setting approaches of the first example, memory 213, and memory 219 differ. That is, in the first example, a setup of 
memory 213,219 was performed by carrying out loading of the setting data from FD. In this example, as shown in 
drawing 21 , the setting data of memory 213,219 are read from ROM191 within the LAN interface 140. 
[0078] In drawing 22 , from ROM191, write control 239 reads the setting data (counted value / encryption key / 
encryption key ID) to memory 213, and writes them in memory 213. From ROM191, write control 240 reads the 
setting data (encryption key ID / decode key) to memory 219, and writes them in memory 219. 
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[0079] In addition, it is easy to apply this example to said the second thru/or seventh example What is necessary is 
to use as a transmitting packet destination address / encryption key the contents memorized to ROM191 as an 
object for memory 213, and just to let them be a receive-packet destination address / decode key as an object for 
memory 219, in applying to the second example. What is necessary is to use as transmitting packet root 
information'/ encryption key the contents memorized to ROM191 as an object for memory 213 and just to let them 
be receive-packet root information / decode key as an object for memory 219, in applying to the third example. 
What is necessary is just to let the contents memorized to ROM191 be the receive-packet transmitting former 
address / decode key as an object for memory 213 as the transmitting packet transmitting former address / 
encryption key and an object for memory 21 9. in applying to the fourth example. What is necessary is just to let the 
contents memorized to ROM 1 91 be an encryption key / decode key as counted value / encryption key. and an 
object for memory 219 as an object for memory 21 3, in applying to the fifth example. What is necessary ,s just to let 
the contents memorized to ROM191 be counted value / encryption key / decode key as an object for -memory 213. 
in applying to the sixth example. What is necessary is just to let the contents memorized to ROM191 be decode key 
ID / decode key as an object for memory 21 3 as counted value / encryption key / decode key ID, and an object for 
memory 219, in applying to the seventh example. 

[0080] . , , . j | . 

[Effect of the Invention] Since the identification information which shows an encryption key / decode key to a 
meaning with encryption information is transmitted according to this invention, also in the secrecy communication 
link using two or more encryption keys, encryption information is correctly decipherable. 

[0081] Since the encryption key of arbitration can be used to the communication terminal of arbitration when using 
an encryption key or the decode key itself as identification information, the dependability of a secrecy 
communication link improves more. 

[0082] Since it is expressing the encryption key or the decode key as an identifier ,n addition to the ability to use 
the encryption key of arbitration to the communication terminal of arbitration in using an encryption key identifier or 
a decode key identifier as identification information, the dependability of a secrecy communication link improves 

[OOstjwhen using the terminal address or root information as identification information, an encryption key / decode 
key can be specified without using a special identifier. 
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[Brief Description of the Drawings] 

[Drawing 1] The block diagram of the encryption section in the first example of this invention. 

[Drawing 2] The block diagram of the communication terminal (WS) body in the first example of this invention. 

[Drawing 3] The block diagram of the LAN interface in the first example of this invention. 

[Drawing 4] The explanatory view of the encryption key storage section in the first example of this invention, and 
the decode key storage section. 

[Drawing 5] The explanatory view of the packet in the first example of this invention. 

[Drawing 6] The block diagram of the encryption section in the second example of this invention. 

[Drawing 7] The explanatory view of the encryption key storage section in the second example of this invention, and 

the decode key storage section. 

[Drawing 8] The block diagram of the encryption section in the third example of this invention. 

[Drawing 9] The explanatory view of the encryption key storage section in the third example of this invention, and 

the decode key storage section. 

[Drawing 10] The block diagram of the encryption section in the fourth example of this invention. 

[Drawing 11] The explanatory view of the encryption key storage section in the fourth example of this invention, and 

the decode key storage section. 

[Drawing 12] The block diagram of the encryption section in the fifth example of this invention. 

[Drawing 13] The explanatory view of the encryption key storage section in the fifth example of this invention, and 

the decode key storage section. 

[Drawing 14] The explanatory view of the packet in the fifth example of this invention. 

[Drawing 15] The block diagram of the encryption section in the sixth example of this invention. 

[Drawing 16] The encryption key in the sixth example of this invention, and the explanatory view of the decode key 

storage section. 

[Drawing 17] The explanatory view of the packet in the sixth example of this invention. 

[Drawing 18] The block diagram of the encryption section in the seventh example of this invention. 

[Drawing 19] The block diagram of the encryption key storage section in the seventh example of this invention, and 

the decode key storage section. 

[Drawing 20] The explanatory view of the packet in the seventh example of this invention. 
[Drawing 21] The block diagram of the IAN interface in the eighth example of this invention. 
[Drawing 22] The block diagram of the encryption section in the eighth example of this invention. 
[Description of Notations] 

200 [ — Memory, 21 5 / — An encryption circuit, 21 6 / — An encryption key ID insertion circuit 217 / — An 
encryption key ID separation circuit 218 / — A decode key readout circuitry 219 / — Memory, 221 / A decode 
circuit, 222 / — Memory write control, 223 / — Memory write control. ] — The encryption section, 21 1 — An input 
packet count circuit, 212 — An encryption key / ID readout circuitry, 213 
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(2) #P*W6 - 3 7 7 5 0 

1 2 

es-r-5tSfBeai*stc4oii'r. fyfB£HfiS^a§^fb Sr^-ro#i8^€L. irisfBiK^^ffl^rByiasii 

Mmt^mmmij^c^x , mmmmm^mo mt<mi 2] nmm9> 1 osfesi nc*ji>-c. mi 

ai"j(cfieorffifflTSBi^i^^Mro^P5*:^:« 10 zE&mmzm^z. pu< t^mw^mmmw^ 

mwmitm^mm^frjztz^mzmb, tuts &< i^iui2Bi^fb^ii^ij^^0i^bifT^e^t-^tt 

zmmmtt. ta#a 1 4 ] a^tas^ e^it s^ett %ammt b 

[it*m3 ] ff*il 1 ztcitz tcfc^r, * ^7-^ riSir £1tffli^:frStt^T, mjlB^ffS^W^ffl 

[ff*m4 ] f9*ili Sfcii2tc*stir, 'pti< £4>Bf m^M^M^i^m^B^itmRt^c^L, aula 

Litems] iififfi^^sfiS^cifftt^Bf^tbr is^ii^^-ro^s^wf u mmmmzm^z 

5gi^^Bi-^{tt«giftccf^L/, piB^fts^tig biuiBs?tt^^^o^g*wt u mmmmz-m 

Z, 4>fc< ifcirsB»sai*B|-^fctS««iEai*S 0 ^Mfl^*ife£-$-S#&iUt\ -o*£Wi£8fc<D 

[If*I8 } f»5R315 Sfctt6tc*5^r, *J>&< <L4>jtu lulBBt^tSli— ocDBJIBP^SiiaSO^*liaa#^TfB 

[11*319 ] iMff^^eSff^CttfE^Bf^ibbi: [ft*^ 1 7 ] 14. 15 ttctt 1 6 tCfc^T. 

£m<f u Bi#{fc»a4iE3irss(cfiSBie^tiea8« 1 8 ] mxm 14,15 s/c« 1 6 k*$ivc. 

riSjsrsitMSSi^^cte^r, striaiiffiiffl^tiffiffl Tit$R*Bi-^tu ^^M^it, ssiBseffl* 

Si, ^S©JB»ItcSforttffl-rSmrlBBf-^ft8l*^g [19*^2 0] m^mi 9tc*$ur, SulB^f^^ffi 

T^^S^^ffib. lulBB^{b^^^Mt^S^MIB0f 50 fflt-^^IBBf^l^*— Stc^-rgJlBBt-^ftaiSSSiJ^* 



(3) 

3 

fctf ffl© $ (Dm IBitff iS*7 K U X £ fulB^ffS^T F 10 

[«^2 2 ] ff*lI2 1 tcfcur. m*&ftmtM£& 
£jyiu mmmz&mt z^&t ox, —o&zmz 
m$m2 3 ] a^tS2 ncteur, ii«fBBg#{b®£fc 

i^ia»©friESfiS*7 F ux «t— o©iulB«?^a* 
BBa^rsBit-rs^gSr^fli-rsiiWReisi^s;. 

F uXcbmjlB^ftS^7 F ux^l^b^i-oofj 
IBBf#{b®^lwaiffW-CIBltTS*g*^ffiL. SulBd? 
If^^^To^gcbLr, — -?*Sl>»«S©Su!B£ 
ffS^7 F UX £fjlBS{fS*7 FU^Offl^feti 30 

[i«3jt^2 5] «*3i2 1 . 2 2, 2 3*fc«:2 4frC*j 
l>t, mriBSfiffi^tt, 4>& < £ 4>MlEi*{f S*7 F U 

Xcbf?ias{fs*7 Fux^ii-r^-^.. &&uffi 

#*B§4Hb-WK. milBgiitf?R£fttc$^-r^tf$6fi 
[»3R3I2 6] «*312 1 , 2 2, 2 3S/cti2 4tC*s 

or. mmmmmJFM, msmmimXT fu^uies 

rlESTittfBISS^Stcfciir, tulB^ffffi^tt. if 
immm^bm^im^omMm^-rji- f 

[»*^2 8 ] 2 7 tctel^r, BU53H§-S|{bSi*& 



ESB¥6 - 3 7 7 5 0 

4 

^- Ft»«<i:-o©BygaS?SSt«:BgiiffWTIBlft-r5^ 
[ 81*312 9] ft*^2 7 S/cti2 8tC*5C4r. rnjlSii 

[»3jaS3 o] »*^2 7 ifc«2 sector, mjias 
^^©p-f^>^, 'j- f • • 

[»3j3S3 2] EliiS^^S{f^tCttfR^H§^{tL 

^6©P-r f J- Ft>V--^y^6<£>P~ 
fw>y, iHi^*5li«*iJiBlig*^e>On-7> FA 

[0 0 0 1 ] 

T, SffS^£l*-r) ^6SffffliJiiffffi^ («T, sit 
[0 00 2 ] 

[0003] ±gBS£*ttffir-ti, rooiift^pfl-cSE 

«t^flf^3-K (Bf^tSI) =rl^lD7 FUXttllBt-L/t 

£fiu s^ijsssnfcr KixxccsatssnfcBfgE 
ai/. Bg-^n- Y*m^x\miw^\tucmt%mm 

[0 0 04] 



5 

[0 0 0 5 ] 5teT. C LamccttMI63tta^©H*&*sj!R 
K^tffitt)ic^M^i6n^^ Bf 

[0 0 0 6 1 *7 h 7-£tD-fe*^ VtN £[pJ±3t!-5 
IuiZt5(D*M CC jiff CCftlZ oT^-F Srilfr]^ £ C £ # 

^§#>*4HllKO^$ r ';> h©BMiiSfR£tT5. CCt, 
itoS&SJl/- h1*«£Bf-S|ffc0rt:JS^ Sk*^- h 

6n^ e bps. coct^ftw^tctijusfiffi^ra-cBi-f 

[0 0 0 7 ] fiE3|®ffi©g<Ha3S<!: LT, C Lilff©ff 

s©B#i ($mz, mm^m) tcBt-^n- p^iarr * 

J^Seor, JEK, Stt^Jl/- HflR^&tiSfcSBI^ 
4 t> - h tt$R 0 A^fiE b 5: i i J: 9 (c 0 r *> #© J; *) ft ^ 
M£#£D& 0 T&b^. fu^cDtJBc, CLaftrti* 

[0 0 0 8 ] **WOStttt, S$m«*IB©ftfflS5 
©»ffitt*»K-r5»fc«)K:8E»©Bi^t=i-- F (Bf-sHk 

[0 0 0 9 ] 

o^&t or. Bg^t^^sg^tttisiS^i^i-^^ 

[0010] gu52SjB*«¥i*-r oll^gi Or, Bf 

[ooi n frsasSH^ftS^-rsmzcD^ior, $ 
ffl-rsB§#{t;a«:-ste:7S-rBi^b»si«3ij^«r9iS'r5 
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6 

^K£. IJE^fcaas^iBi^ttfffliSccKai-r 
[0012] l»8aHH£E&*S^(Z>^g£Or. ft 

t * tcKai-r £ ^© £ j^ff (c taw . sft o fc it$a © 

io [0013] mimmzm&t zm&oj^&t bx, m 
o i > «:b#*> 6 b§^< ta* &mt z^mzmim^cwr 

- Ht«^6B|#{tSI*SiSri>#g?:iS{fa^tcS 

20 [0015] 

[^ffl] »-©JB^*g*ffliifc«f«KS*S;rtt, 

liii?ti. JEtCBi^tffl^6W^»?r^-rac£^ffi 
*s ©r\ »a©Bg^ t^^rffi i ^ii^r i> Bf-sf-ffciif g 

[ooi6] s-o»^s4ffl^fc»aei^src - 

tJ. ^fc«^»j£TS)i?S»*B^fH»«£*{cS2 

**^ 0 *ti^i^*sr«Bi#{i^atstj£rsKS 

a^Sttc&^resisnscDr, mSLOVS^itMim^ 
o a^r- 4) Bt^f tit*B ^lEiitc^-r ^> c £ ^ pjfiBtc a 

[0017] ^ZOK^SSrffl^/cftaS^SCr 

ti, ^TSHt^b«*-S(C7n-rBt#{fcaaij)3ijT-«:Bg 

■tftt««£#«:ISSr 4#SKct 0 , Sff ^^cBf^{t 
^^r t vsmtmssgtfrifiMttrj; o r $i 

mztiz<Dx\ m^cD^mm^m^m^xh^mt 
[ooi8] muBom^^m^cmmm^x 



7 

mm^zmmtm at sices* s^atct o , § 
jc. ^itaao-f^feis^ai^-ra^isfcctti. ft? 

[0019] ^s^jjf^a^ffl^fcitseg^s-c 

tt. iSg«*T F £§{iS83fc7 F u^co^Tn^- 

ucmm^omm^T f <t»ias*T f u*© 
■uTn^-*. e>fi?^^^*r 
ccd;^ iHft4g*7 Fu^i§(ts^7 Fi^^^^-rn 

[0 0 2 1 ] 

[JlisW] !3 2tJ*ft?a*fflt^fcLANStt*- Fl 4 

-2*t— >>a> (£TF. WS ifftr) *»1 0 0©:/ 

[0 0 2 2]B2tc4sW, a— if I /0-{>^s- 
7,110, CPU120, y^t'J 130, L A KW > £ 
7X-Z140, FDflJMl5 0«ai^l6 0T' 
fflfa$tiX\,-*2> 9 a-if I/0-Y>£?x-*l 1 Ott 
WSmtl OOtAtim: (*-#-F> *5j:Cfffi*S 
I(f^^-f)(D-f>^x-;,t*t), 

16 0^5 Off #©r. ^ * ^ W ^©ffl^©^* J$ 
o 0 ft, *»^JT1iA^^g^+-^-F, ffi#£iB 

[0 0 2 3 ] CPU 1 2 0t**-#- K^6A*T51f 

l«lflrsia«E^Df ^r*^ cpu i 2 o©40:ffifs 
-2 (lan) i f cm&tztc&>®m&zft??>7vv9 
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S 

T'SD. rt§P^* 1 6 0©S£7 7* |- £ L A N © 
£S7*-7-; KDgifft^tTO i±ttC, MAC (Media A 
ccess Control))!©^. $£&tf £R©Bi^L£tT 9 0 F 
DftlJ«l 5 OttCPU 1 2 0©}^C$oT, 7 d 7 

(tTFF D) &h<DU-TH F 
©-fe-^OHfi&fcJSo. W^7, 1 6 0[iWS^I 

10 [0024]a3«LAN^>5?7x-J7vl 4 0 ©fif& 
7'D7^@t^o 0 LANO^7i-^140IJ^ 
LAN$IJ«18 0, ROMl 
90, e^bS2 0 0. £2^2 1 0*p&8ta££iiS. 
[0 0 2 5] 1 7 Ot-irtSB^X 1 6 

0^6©t#$S7'P ^©^OffiU mn^Ov^OLA 
NSBfBSP 1 S 0 ^CDISH, JEK , L A N3jIJ» 180^ 

eisiHc tifcit a^n ^ 2 ©a ^7>j> £\ tta^n 

v 2<Dfa^Z^®mit&jL*fi 5 C LANSUaJSRl 8 

>r ^ y #ia$mW^T F (^ff7c7 F U70 
iS:ffigS7 F (555t7 F U^) ^*ti5. iMft 
5c7 FU7,CC^R0M 1 9 0 frCSiS* tl"C l^oM A C 7 

Fux#f»tiA£ft&o rom i 9 otcgiasnri^ 
mac 7 Ku^t-i. wsfc"wtctoo^re>n/c7 fu^ 

StCfdO^retl/cMACT K U^^S*ii*^^»o c 
ne>©?53feWS©MAC7 FU^.tix-^-^-^iLr 

LANSJffllSBl sorto^^r'jtciBltenrtiSo Bi-^- 

30 {bSP2 0 0I-JLANKW1 8 0 ^6©ttfR©Bf -^{b£ 
tf 5 tSiC. LAN^6$fB0fcBf^tttf«?:jBScbL 
■ ANfMfflSP 1 8 OCCgjif^o £3195 2 1 0 tiBf^tSP 

2oo^6©«a*. «tt-rsLAN©eii7*-vy 

F&c^&LLANK?£iiT£ D S/c, LANA^KSIS 

[0026] 'Abcm i *ffli»rBS-^bsi52 o o zmtmc 

1 lttLANWWl 8 QfrbAtt hrtfy h»?r* 
^>hL, *^>hffi*Bf-^fb«i/I D^ffibllK2 
40 1 2tC$Kii'r5 0 Bf^fb^/I DS*m0lsIIS2 1 2\* 

*Htm\ Dtfo?) *s*v2 1 3 ctrs^ 

[ 0 0 2 7 ] 14 (a) K^*'J2 1 3©«fiEWI*^ 
To *^iSffjTii03?p62 5 5S"C<D*^>Fffl3 0 1 
teftUT, Hk*-«:*fj£tScJ: 5 tcBS#{ba3 0 2^2 
5 6 nr*? 0 , #B^b»tC 1 6 &mmv 0 

0^e>FF*-C©B|#{bilI D3 o 3*ssia3#r^ 

50 {ba*StJ£*'liSCifc'nr#6r*S. -ecD^^itciS^tc 



(6) 
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s tciBi-r a i*tc Bi#{b^i Divmitmi dwa 

[§£§ 2 1 6 tCgi!^ ^ 7 7 2 1 4«Bg#{tSI©lE 
iSST©B#pa/dtfLANSlJ8ilSPl 8 0*^A*L/c^ 
* hfct&Jfl-fS. Bf-stfUtl 1 Stt^y 

KD^OfflStC. Bg^t^/l D^ffiL@88 2 1 2 

[0 0 2 8] H5tC*j|ftWcteWSBi-^ftSiI D5 0 10 

mmm o i*>6*jasfts. h^ffltcii 

&5fc7Fl^5 0 2 £i*fl7c7 FU*50 3#§Sii£ 
BSHHb»ID504 {i^.-ift»*R5 0 5 

5 0 4ia-1f1ffR5 05^tfffR^50 1 <tL/Tffi» 
Bf^bSil D50 4<D#AfctMACJB7'D h 3 

[0 0 2 9] Bf-^fttHl882 1 5 7 7 t 2 1 4 

JcOA^TS^? h£Pf-^{fcU Bf^fb^I D!fA@ 20 
3§2 1 6fc£i3rf£, **ife{«-Ctt. Bf^bSil Dtt* 

[0 0 3 0 ] LAN^6Bg^ttt*B*5{tUci 

fUU l!Si!8K#HJl/ll&2 l Stciig-rs. Bf-sffbfit 

1 DW?f©3^i^©S*^^^'7T 2 2 0tctSWSn 30 
o D »iR«Sc*UIU@B2 1 8»BS#{bai 

^'J 2 1 9J:9»Ki8*SE#ffiT. Bf-SHba I D 

Z><DV¥1t<Dt£mtM I D£Bf^{bO/cHf#{IJI l Dl-i 

imt^c$m?zc tb-zimr-bt) , zom^wm 40 
{b^i D^siiB2 1 i&mvihutcmmtmiDz?: 

[0 0 3 1114 (b) fc^-'J 2 1 9©1tlS^J^ 

To $m.M$r>ix 1 6 ita^r 0 0 #> e> f f 4 t j cdb§-^ 

{bSI I D 4 0 1 tC*t L/T % — *t— fcitifo? Z>£0 tC»?Sc 
£402#2 5 6«38Sil£irtl>£. ft. y*'J2 13 
iiaaitcS&SfflROBf^bgl I Dtc.*f LTEI-©II?S! 

2 5 6ffi3a©B|#fba I Dtt*tl,r 2 5 6 

ii«icni» 0 mimmfr&Lm%2 1 8 «at^t 50 
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10 

ill D-C— lttC5ES ^»?SS«:S5^aiL. S?Sc@S82 2 

1 KiE&T £. S?Kfsl3§2 2 Hi. a-,7? 2 2 0J;5 
A^^^'; Ffcjg^^ffilH-CJiSiKU LAN$IJi 
SI5 1 8 OltCtmtZ. 

[0 0 3 2 ] ^tC**iSWc*jtf o*"i7> Fffi/Bg-stfb 
^/Bf^bSlI D/Sii©^Stcoi^^f 
o D *HSfiWr«^^r^1«SB#tc. 7D7 t-r * 

ilJi/B§^{bl@ I D^llio^^e^, 1 3^<DK5£:f 
-^0*^iA^Jai^^^U«i^$iJfP2 2 2#if9. - 

Bg^b^i D/m&m*g.mTz>j*v 2 1 9^0 

SSr-^©S#ii*S0ffl«^*ySiiftiJ®2 2 3jWt 
5. ft. SS^-^OSEM^DfctB^tctt. **F9 
-^rt©iiff4S^*^o^iS«Jffl)ia^6©=iv> FA* 

teti. WS#tt 1 0 OrtcDCPU 1 2 OT'&gSftfcS 
Sr-^^I^SP^'^ 1 6 0£:frOT^y*&$!KB2 2 
2fc«fctf-rf*'J«i*0S2 2 3 tCJEi££:h£ 0 9&»ffl 

2 2 2fc<tD f 2 2 3fc£CPU 1 2 OCD^tcS^*. 
*V 2 1 3*5d;D : ^V2 1 QOSB^om^^i 

[0 0 3 3 ] iWCH 6 , m 7 ^rffl^TlZCDKMiJ^O 

{batfc^-r a. ft, ©^jfiWtBf^b 

SB 2 0 0©ttft©^3& 5 S3tcS<D-C. $imtU2 0 0©^ 

[0 0 3 4 ] S6frc*5iiT. ^5fc7 FU*R#£BU[h]88 
2 2 41'iLANSJJfflgPl 8 O^^AMo^^^ h<D& 
FUX^rig^ffiL. Bf-^fbffiK*tBL|lK2 2 5tC 
©iTo 0 Bg^|JISg*fflLll!8 2 2 b\Zfflu7 FUX 

tcio^. ^ffl-rsHi^ba^^^ 1 ; 2 1 z&vnbm 

[0 0 3 5 ] 0 7 (a ) CC^ttWc&tt&y^r'j 2 1 
3©#«^r^ 0 ^*'J 2 1 3Ti^:2 5 6SSO^ft 

4 (DA#0-DA#25 
5) ccStbr. -S*-w:Stj£rs<fc^K:ie#ft«3 0 2 
^2 5 6aSS®3F5ht^S. ?B5feT FU 

5 6fiS<D555t7 KU^tC*fLT25 6 SHJiiTOBi-^ 

fbtt^aiasns., itc, ?E5fe7 Fu^i^fisr fu 
^©ffl^b-tf cc*fur. -*t-tc*tcfc-r * J: 5 tcBt# 

^bS!«:Sia-rSCifcpJffir*4 0 JEtc, Bf^bStB!* 
ttSL[E]SS2 2 5 ttHg#f|Ji*l©#fb@82 1 5 
^ 0 ;^772 1 4WBf^fca©IBII*r(DB$p B ^c^L 
AN$U«1 8 OfrbJJlbtc^trv h*tSWT5 Q Bg 
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^ti3SS2 1 5B^7t 2 1 4J:DA^T£;^ F 
£BHHtU £&g|52 l (HceiSTS. #3HjS0im 

F U7^1(lx7 K UXB*iIBg-^b«i£JSl/>T 
Bl^tL/. *<Df6©S#B^*'J2 1 3«fcOS*UJLfc 

[0 0 3 6 ] ^ifeffj-CB. ^-©Ute^tCteWSBi-^ 

Ba^bSI3 2 0 0 £BmB2 1 OOPhTCSS-TS^^^ F 
^-?-; FBLANfflPW^tf- h-rSMACl^' 

[0 0 3 7 ] 'JFJC. LAN*6B|^ftfff« ? F) 

2 2 6BBi-5t<b^* F^6£et£7 FU*©E 
HI£S¥U «?SI«S*fflOIg|!S2 1 8tcSi£1"S. ft? 
SilS^tULIsIK2 1 8B55jfc7 Fb^iLlo^ >t 

y 2 1 9 £*)Bsmzn&tiiT a u%7 f uxb£jPi 
mmv Hg-^t £ ft r i> £ ©r\ ±r co^ff^^ii^ 

iStcEii-r C t *>"5]figT'£> D , ^CD^B355feT F 

[ 0 0 3 8 3 17 (b) tcy^'J2 1 9 0MfJ^i 
-f. xmMMvi* (N + 2) SSKDSfg^? F©5e?c 

7 FU*4 0 3£*H,T (N+2) HS©P^£t4 0 2 
B, SVS^fflJSiJii(iCDSfi3S*ia5»^©a7FL' 

ToP)«iiff^tf 0^©-^|5]$R7 FUX 
(N+2 ) mm<D7 FUXtettLT, — *f— tc*M£-TS 
J: 9 tc ( N + 2 ) «S©KSESi 4 0 2 S tiT l> 
& D ft, K&*1SSfc<DS(i^* Foster FUXteStb 

5 (N+2) iS^7FI/^^LT 

(n+2) asbiT©)i?SEfii^s»sn5 0 ekb, ?g 

£ D ji?KgtiE#itiLIsIK2 1 8 B?E5fc7 F u^r-Mic 
)l?SiaK2 2 1 tiA,7 7 2 2 OiUMS^^ F 

zmamzm^rmnu* lanijwi 8 occmt 

[0 0 3 9 ] Wt^mfcWc&lj zmiW^tr v Y$z3v7 
F UX/B^f ftiHo JrtfSff;^ ^ FH5fe7 F UX/ft? 
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1v H65tTFU^/^tS**S-ST-5^*U2 1 3 
^OS^r-^©Stii^*lJSBIB^^y*iiftiW2 2 2 

lif £^'J2 1 9^(DSSr-^©*#ii^W8Pti^ 
*U #2Sii*iJ8P2 2 3#?t5. S^r-^O^JE 

SOffljaSS:^ 6 © =J v > F A* tc J; 0 ^ U ft ©SSiWg 

io cpu 1 2 o-raastifcsSr-^^rtSB^^x i 6 o 

2 3fc£ji£*iSo Si£MaJ2 2 2. 2 2 3BCPU1 
2 0 ©JgStcSec^ -rf * 'J 2 1 3 . yt>J2 19 ©^Si 

[ 0 04 0 ] #ttB 8, 19 ^JBt^T^HOjQSWco 
l>xmmtZ a *HiEffilT'BLANSlJIBJSBl 8 0^6A 
At^^-; FttfRtcS^ra&B*r&Bt-£Hb 

•^fbSP2 0 0<Dnft<DZ>ftgtji2><DX\ Bf-^{tBP2 0 0 

[ 0 0 4 1 ] H8^4ot^-C, jU- Ftf*K§c#fflL/IIIB2 

2 7ttLAN*lJiJS01 8 0^5A*To/^^ F©Jb- 
Ft#$E£^ffiU 0g^titl^ffiL«g2 2 5 CC$^ 
to t Bf-SffbaS^ffi 1/0882 2 5BjU- F«*6£*-3 

ffiffl-rsBt^bsi*^^ 1 ; 2 i 3 cfco^ffi-r. 

[0 04 2] S9 ( a ) tC^JSflWctetf o^'J2 1 

3 (DMf&M^?* J 'J 2 1 3 "CB 2 5 6 S^©i^ft 

5- F Jl-- Ftt^R 3 0 5 ( V C N # 0 - V C N # 2 5 
5) tcSifbT, -*t— tC*fj£-rSJ:5tcBg^-{ba3 0 2 

30 *S2 5 6«&®&£frr(,>5 B i^, ;b-Flf$g©^^ 
ffiBffST & 0 *»?8 ^$IJPtT S fc O r B 4 1^. Bf-Sf fb 
«iS^tBLIlS82 2 5BBg-^bil«:Bf-^ftB!S2 1 5 CC 
&m?% 0 2 1 4BBUIBBf-^{tJ|(Dl3*Sr0 

B#PJ/cWLANftiJtBSBl 8 0^6AALfcA^r- ; h^tt 

^-r^ 0 ^mmm2 1 5^^ 7 2 1 4j:0A*-r 

Zjitrv F^Bf^bL. {SUSP 2 1 OCCf^iiT^. 

iStajr-B, Ftf$RB*iiH^fh^^ffl^rBf^b 

^©ffiCDS^B^^y 2 1 3 J:9K#ffiL/rt:Bi#{b 

n^ffliiTBt^b-rs. 
40 [0043] *^fSMr^m— ©Hte^c*j^sBf^b 

#{bS52 0 0<tG£g|S2 1 OOHTgSri^'ersp F ^ 
*-7 ? HSLANftiJSPSB^^- FTSMACI^a 
Fnjb©^">r^ F7*-v^ F t^tc— STS B 
[0 0 44 ] ^^C, LAN^6 flf -*H bf#f R (^'^ ^ F) 

flssas*uiL/i5iis2 1 scceisi-rs. 

nZh\tibm%2 1 8BJU- Fte$RtcSr5#, y^&'J2 1 
50 9 J: DjlSKa^SE^ffl-r. JU- F1ff«B*iIBf#{tH-c 
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flf^tsnr^scD-c. ±r commit htsa* 

^t#rtc^©fft©Hg#ftif at^cciE^-r c ± <> njig 

o t -e-©a^c«;u- bmmmmz 22% 

[0 045)19 (b) te^-t »J 2 1 9©JfJSW£^ 1 
T. *^MiJttJSfl/^7 F©;b- h tff fR 4 0 4C£*f 
bT> -M-CCStj£r5J:5tC2 5 6ffiSI©jl?Si84 0 
2#g&S*rri,'*. a F1t^c>rt 
brig— ©<s?tsii^i£S#sc < hfcpi#6r'*s. ^© 

J;5&iS£fcti2 5 6ffiK©;l>- FtffE^tLT 2 5 6 

e *i s . nm$m& m b 0^ 2 

S@»82 2 1 CcSS**rs. JSSK1IB2 2 1 fcfcA? 77 2 
2 OcfcDAltrrS'^? h*JBScSI*ffi^r)!?SL, L 
ANSOfflJSn 8 OtcKii-rSo 2 

[0 04 6 ] y:tc*^tew^fewssff ^tr ? F ju- f 
tffR/B^ft^fccfc^gii^*^^ F;l/~ 
©s^fficcotiri»B^-r-E» 0 ^ftSfeW-cts^f Ait 

F JV— Ffm/Bg^fbSlfc^TS^-ty 2 1 3^<DW> 
^-ZOm^iLfrMmZJ^V 2 1 3©*&Sflffil2 2 
2^ff9 c -7?, Sfl'^? F;l/- FttS/lBSS^rg 
m?2>j* ^ 'J 2 1 9 ^©K^r- ^Ow^ii^©J»^ 
*'J 2 1 9©»iA$lJ®2 2 3jWt 5 c ft. S^r-*© 

l^«*iJSPffi^6©=i v> FAlfcrtc «fc 0 ^ -t 'J rt©gg* 

rtg(7)tt^^f9 0 combat, ws$»io o 
tocpu 1 2 ovmmztitcWifc'f-'Z & fornix i 

6 0^bT^^ij# l#iA$iJ©2 2 2fccfci^*y # 
2#iAftljiJ2 2 3^cli^^ #&»2 2 2*<fctf 
2 2 3KCPU 1 2 0©Jg^fcS^SN >-=&y 2 1 3te 

[0 04 7 1^10, mi lzm^rmmvmimm 
Sot »3iK6c-o©iiMi6***aa©M 

ACT F \/ZZm?Zm£fc\Z^3i&mk<DV§^tm 
£?rfSC£tC&0, 183K©afsffi^— ofiDMACT 

0SS2 2 9t3LANflJ»l 8 0 ^ 6 A*f £^*i2r ^ F 
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2 5 ic$££T£. m-^itMm^m Lm%2 2 5 {-imjfBi* 
ffTUTFU- 7X5^ &fflT£Bf-^bgt£^ ] J2 1 

[ 0 0 4 9 J H 1 1 (a) tC^WtocisVf -t U 2 

1 3 ©«tjaw*^r B *^Jte«rtJ 1 ascwgfi;^ ? 

F^MtcT FU7 3 0 6te*fl'T-«ffi©Bi-^fc&3 0 
2^S«$tirt^ B Bf^UtS^tHUil8S2 2 5«Bg 
-^fba*Bf#ftllIK 2 1 5 fcHE&T So ^777 2 1 4 
«H|#fbi6©«Sa r©Bf rafctt L A NSOSPSP 180* 
6AAbfc^7 F^:M« 0 Bf^t[ElB2 1 5te^ 
77 t 2 1 4ctOA*T5^^ FfcBf^fbU etSP 

2 1 0tc^T^ o ^UteFHrti. ^GTfeT FU7.<biHff 

^7 Fu^iiSaeg^bSISrfliiiTe-^ftL. -^©f&© 
5B»^*y2 1 3 ^^m^bicnmm^m^x^ 
-^b-rs. 

[0 0 5 0 ] ^^SfeWT'fc^-O^ifeffiltCfcWSHf^ft 
HI DOcfc^fe^CD^-^^-^SrSfflbScCiOr, Bg 
#ftSB2 0 OiS*g|5 2 1 OOPeTCgS-r-E)^^^ h7 

[0 0 5 1 ] ;^{C, LAN*6Bf#ffctta (^"^^ F) 

7^g|[plg§2 3 OWBf^fb^^^ F*6isif7cT FUX 

«?Sg^ffiLHB2 1 SlzmmyzT Fb^tclo 
^-tV 2 1 9 cfc?)a?Bi^SE#lU-f 0 ^tff^TFU 

7 B^iiBt ^{b^TBf^b cnn^©t\ o^ft 
Wc^tmmjzT k u 7 hct t s c ^. 
^teWr^^fiTcT F uxoBE-^fb^^iiBf^bH^^ 

L/ci^ff^nr FU^€r^(Z)*Sffltit:«?^il«:jl}R-r 
[ 0 0 5 2 ] M 1 1 (b)(C>€'J219 
FUX4 0 5tC^tL,T2 5 6aS©»?KIS4 0 2 

Sfl^"^^ FiUflTLT Fuxtc*fLrg|-©«iSSt**f 

j£§H±SC<!:4>pJtEr*S B 5 2 5 6 . 

g^3h5. ft?SaSc^Ul0lilB2 1 8^^ft7t;T Fu 

^■c-stc^i ^^tt^^mb, mmm&2 2 1 

K^^^c JSSSSH& 2 2 1 ^72 20<ttl A*T 
^^^7he?Si^ffll^fiKl, LAN»gH18 
O^cS^t" 

[0 0 5 3 ] ^JC*^J^ij(c^^S3Mff^">r ^.F^ffTU 
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2 1 3^(D^r-^©S#3Z i ^fiJjffIIK^^ , J2 1 3S 
jASJfflI2 2 23Wt5. Sfi^ ? hiiffTcT K U 
X/^if^^iT^^^'J 2 1 9^©SSf-^©f 
2 1 9©*&$!J»2 2 3ffi5. 

« t WS*:f* 1 0 OrtOCPU 1 2 ot«?n/ci£ 
r-£#ftSIS^* 1 6 O^rlty-t y 2 1 3©SiA$U 
1BJ2 2 2teJ:£>V*y 2 1 9©#ii»2 2 3fclS£e 
hZ. ljA$IJi2 2 2 4di:a r 2 2 31JCPU 1 2 OOjg 

^ts-?*. y*y 2 i 3fcctov^ y 2 1 9©aiart 

[0 05 4] 1 2 , H 1 3 is J: V 1 4 *JBl>TSI 

r, Bi^tSB2 o oo^mmr^. 

[0 0 5 5 ] 01 2tC*Jlit, JJj^irv btf^y h0 
g§2 1 1 SLANliaSl 8 0^6>UJ«^-; htfc 
^^^>FL, hffi*Bf-^bS|gS#fflb!IK2 3 

licSSf-fS. Br^{b§!Si^ftb[nJ2§2 3 lt££^>h 

■tD 2 1 3i:*)mfrtii?. 

[0 0 5 6 )013 ( a ) Ocy * y 2 1 3 £>fii/&i?ij£^ 
T 0 *5|MOrttO^62 5 5S-C0^ , ?>hffi3O 1 
tC#L,r, -»-6c»]£f Si^CcBt#{tJ83 0 2#2 

r2 5BSSfeiT©Bf#{ta^sia?tis. i&c, 

^b$ti^tBLIl&§2 3 l«B£^fb8l*Bt#<bl3ffi2 1 5 
<b8f -^fbStJ* AUK 2 3 2 tCfiiHT So ^^t214 
«Bt-^{b«<Dl££$ t'©Hf B 1/c^LA N»SP 18 0^ 
bAfibttW? hZtffltZ. Bf#^tStJ¥AlHl8S2 3 
2B^? hfiDHlfS©^*^ Bg^bfi^^ffib0B2 

3 1 <fc o n/cBt ^{b»*if at 

[ 0 0 5 7 ] H 1 4 tC^ffiflBjKtett *Bf#f b«5 0 6 

i«6^S5 o i *^6«J5;sns B ^ v v^y^mm 

56Jt7HU^5 0 2 i^ff tcT KU* 5 0 3**##iA* 

nri**. Bf^bas o 6«j.— tfit*R5 o 5 

6 i^—iflims 0 5*WfHfsa«5 0 l£b-Cffi&5© 

T\ Bi^b«5 0 6 <D#A«M A CI 7'n F raMCBK 
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[0 0 5 8 ] Bg^{b[oIS§ 2 1 5 «A 5-77214 

<£0A2rf£^5> hfcff&^ffcU B§#tt£»A!sIi8 2 
3 2 #*MJrfct Bg-^b««*? 

^^©^-C©jlfi«g* 3 Sl^pJffi&Bt#fbSI (tTF. * 

m^mmtfot) zm^rmmtL. ^o^oumt 

[0 0 5 9 ] LAN^6B|-^btS*R*r^{f0fci 
io *©A531K:oiirKW"rS. !8#fbl!»Ull5II»2 3 3 tt 
Sffff^b'^? H^6Bg^fbilO|SPfl5:W0fflL. IB 

mmmfr&bmi§2 1 8tc$^To c Hg^fbattfi-osis 
»tt*oss^^7T2 2otcttttsn5 B mmm&& 
&bm%2 i s BBi^bsitcs^*. 2 i 9<fc5 
jgssi^s^tu-r. Bg#{bi8ttSiiBi-f{barBi-^bs 
hn^©r, ^TCD^ffS^ti0B^b^^P^1--i> c 
£#r**£. ft. *^iS«»iriJBf-f-{bfii©Bf-^{btcfta 
Bf^{bSl€:fflt^-ct^ c tfrb^Jto^itmtm^tt 

20 KDBf^bS?r)!?Sl±rtCffl^T»?^g|?:jiiPxf SC <b 

Bf^-fbttfBift^eiiToCi^pTfg-r^io, ^omn 

[0 0 6 0 ] 013 ( b ) ICJ * 'J 2 1 9 (DW&m^ 

?. %mmivt*2 5 emmom^-itmA o e (c - k 

ey#0-C-Ke y #2 5 5 ) ic— ft— K3tj£-f £ J: 
9 tcPI^^4 02 (D-Key#0-D-Key#25 
5) #2 5 6ffi3SSiasnrc^ e SS^Sc^ffiLiaB 
30 2 1 8tiBf^fbStr— Stc^Si>jS?S»*rS^tilb. 
^[h1S§2 2 1 frCiSgT^c B?S0[ES2 2 1 tt, a»;7t 
2 2 0 cfcO^rS^dr^ h-*PSa«:fflt^r*5SL. 
LANt(JfP§ill 8 0tC^iiT^ o 
[0 0 6 1 ] ;Xtc*HiS{f!l(C*jWS^^> hffl/Bf#{b 

^^rAlt^B$tC, 70 ? ^f^^ (FD) ct ! 9^ 

hffi/Bf^baSrg&T 
Sy^:'j2 1 3^OSSr-^CDS*ji^$0fflJW> J E:y 

# i *mij$p2 2 2W5„ -t^. m^itm/mmm* 
40 a^rs^-ty 2 1 Q^om^T-^om^&^mmt 

jrf^y 2 1 9©SiA»2 2 3^f 0„ f^, ^x-^ 

5 1 > tt»jffliaa*^ 6 © 3 v > k a^c ct 0 ^ ^ y 
'ofi<3DCPu 1 2or^asn/cs^7 s --^^aj^^ 

1 6 0*ftUXJ*:V 2 1 3©#iiftU1SP2 2 2fe<tO^ 

* y 2i5©*ii*ijiB 2 2 3 tciisi $ n 3 . #5a$u® 2 2 

2te£U : 2 2 3 BCPU 1 2 0 ©fgiSfrt^t; ^^'J 

2 1 3*5,fc^-=&y 2 1 9(Dg«iF*3S©»*«S^*tf 
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17 



[0 06 2] McMl 5, [HI efccfctfiai 7^Ut 

fill D*Bg-^tt#$Ri»c$sM-rs©cc*fLr. 

r. ig^LSP2 0 0©^iSiwrSo 
[0 06 3] hi 5«di>r. bft<5>b® 

g§2 1 li^LANWSl 8 O^eA^a^? hifc 

@K2 3 4 CcCSI-r S B Bf^til/KiSaS^ffl L®m 10 
2 3 4&^>H1K:«0'^ h©Bg^fbK$ffl 

t o t»fe ct vmmmtmm t * &?nst * > * u 2 
1 3 ios*mr. 

[ 0 0 e 4 ] m 1 6 tcy* 'j 2 1 3©m$#j£^T e * 

*teWrti0^e>2 5 5$"C©*-5> HB3 0 1 tcftb 
-*f-tc*tJS-rS«t^^Bf-t{fcil3 0 2 £fi?i!gi3 
0 7 #2 5 6ffia&SftTCi£ e fil 

> b ^C^Lr 2 5 6 ffi«T©Bf #f b«/JBK£#SS 20 
SftS. Htc. Hi#{bft/«?aaK*tH0lHlK2 3 4B 

^WKiHf ABB 2 3 5 iCfe^T o 0 ^ ^ 7 t 2 3 4 



?<h Uc^tr v b ZftttrrZ. JSSBEiSf AII&2 3 2 « 

[ 0 0 6 5 ] m 1 7 CC^teffiliCfctt o^?i%^5 0 7 © 
JfAfiB*^?*. h 5 0 Oit^trv b^y #bft 

mpMb 0 l^«etlc c h^?£Wc«$E 30 

%7 FUX5 0 2 tiidTuT K 0 3#fi*iiift 
riiS. *?Scii5 0 7tt^-1ftf«5 0 5 i^'dr? F^ 
^^'©PJtcJfA-rS. MACJfCtt. »?Ii5 0 7 ia 

— tftiras o 5 zmmms o 1 1 lxwbl*><d-c. m 

[0 0 6 6 ] Bf-^hllK2 1 5«^?7r2 1 4J;9A 
* F £@#{fcU «?SS«»AiHlSS2 3 5 CCK 

Bg-ffbU -e-Offi©SP^i^*'J2 1 3<fc?>K#ffll/fc 40 

[ 0 0 6 7 ]&fc, LAN^6Bg#fb1t«£3MLfc<!: 
*©*3®K:o^rSilSrs. «SS«»»ia?82 3 6«S 

g§2 2 1 tcfsg-ra. mmm^m^mmv^mt^ 
msmz 2 1 mmm^mmm 2 3 6 ± 0 (ggs so 
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951 8 OiC&iSf*. 

[Does] ^c^mmfc&tf&ft^^ hffi/Bf^t 
is^fAmmmc. 7p?t--f^^ (fd> <tos 

fcSS-ra^* 1 ^ 1 3^©SS-r-^©*#jA^*!lffll 
I2>'*'J2 1 3©Sii*iJffll2 2 2jWtq. S£f- 

O0WCPU 1 2 0T« 



coa^tcti. ws$f*i 

7, 1 6 0 iftbZJ * ] J 2 1 3 2 2 2 K6£ 

o^.O. »3A$IW2 2 2«CPU120CDjg^tC£-^*y^ 'J 
2 1 3©^$irtgf7)S^^A^tf 9 D 
[0 0 6 9 ] ;WCH1 8, HI 9te«fc^2 0*ffl^tg 

I DiBf^ftW^iSfces-rsocc^L/r. *Hfi« 

tijBs^iagiH 1 («t. mmm] Dtm-) ^»f^fbt» 

■imz 0 0CDtt^©^S&o©-r, Bn^{b^2 0 0© 

[0 0 7 0 )11 SCCfetiT, hti^y htnl 

g§2 1 1 ttLANSJSPan 8 0^6AMo^-; 

SS2 12ici^^^ 0 Bf^UI/I D^ffiMIK2 1 
2(i^^> Hitc^t. ^-^^ h©0i^{btc{£ffl-f3 

Bt^ ib^ i sg#f tmfo*t&? z mmmz-mcmrmm 

m\ D^r^^'J 2 1 3 ^DK^ffiT. 
[ 0 0 7 1 ] d 1 9 ( a ) test »; 2 1 3 ©*0cfll£7n 
■T. *^M!lTtt0^62 5 5 4r<D^7'5> HI3 0 1 
^Ur, -*f— tc3tJB*rsi: 5CcBf#fbfil3 0 2 £«? 
SSI D 3 0 8*52 5 6JBa«aStir^5>. fil, 

0 > h «fC*t LTK-©B|#{t«/«¥S» I D 
**fj£S#S£:t«>nI|6-C*S. *<Dct9SciS^fctt2 
5 6SSI©^7^> hffiCCStbr 2 5 6 ffljyTOHf-^ft« 

/*?sni D*ssggns. mk. Bf^tji/psgs 
*mu@BS2 1 2WBf^ba«:ie^biagS2i5tctes-r 

5iS^C, D^g?i^ I D#A0K2 3 

^T^ 0 ^';7 7 2 1 4BBf-^{b^©e^$-C©B$H^ 

ANftOifflSB 1 8 OfrbPjjbtc^tr -j hSrt&JftT 
S 0 fglfH I DJfA@IS2 3 7 «^->r ^ Y(0?m<D{im 
CC, B^^bSt/I DS*fflLlHlffi2 1 2<fct)e3l3*afc ■ 
SKttl DSr»A1"4. 

[ 0 0 7 2 ] 11 2 0 tC2|r*tgpjtcfeW SSScSi I D 5 0 
SOWXiiMiTjkt. W y h 500(-i^*^r y b^y $b 
tf|Rpjg5 0 1 frt-M^txh* rt+r v b^v £WU2 
$i%7 F 5 0 2 tmtitr b 5 0 3 ^Stii* 
nr^So S?K«I D5 0 8tia-1ftff$R5 0 5 
7 h^yytDP B 1«:»A*rS. MAClTtt (SSSESIID 



(11) 

5 0 8 t a — tf t»a 5 0 5 4««fS« 5 0 1 t L XWtR 
oCDX, PEe^I D 5 0 8©#AttMACJl7'D h jb 

[0 07 3 ] Bt^blElK2 1 5 t±;< ? 7 r 2 1 4 <£ 0 A 
fito'^y HS:BS-*HbU DSSflEI D#A@K2 3 7 

l^TBf-SHbU ^©ffe©3|J#«^-* 'J 2 1 3<fcOSc#ffl 

[0 07 4] LAN^6Bf^ttffR£^ftWc£ 

ztDmmit^-cismth. mmm i D»at@B2 3 7 10 
u assise* UbiiK 2 1 8cc$^To c mmm 1 d 

* y 2 1 9 ct ^mmm^m^m. mmm 1 D«*jiBt 

^{bfitr^fbSttTi^©-?. ±r©S(ta*tt)BS 

2 3 8^ft)0ffibfc«?^l I D*-?-CD*SS^rfi?Sa 
[ 0 0 7 5 ] M 1 9 ( b ) i^*'J2 19 ©UISE^J^tS 

f o *niEi»rtj2 5 smmommm 1 d 4 0 7 w:-*t 

-^Mt & J: ? tCfiSSSI 4 0 2^2 5 6 c ti 

xi>z. mszmm&abmmz 1 saisn dt-s 

J)?SlslK2 2 1 ic&mt 30 
5, S?Kle3?g2 2 1 /^;7 7 2 2 OctOA^TS^ 
h£JS?Sc»£m>-Cji?ScU LANSJfflSISl 8CHC 

(F D)cfc9S£r~*£n- FT*. # $ > HB/Bf-«t 
*b«/Ei£*-I DiSmtoJ* 'J 2 1 3^©l££r- 
^©t^i^llJW^y 2 1 3©#i2MSJ2 2 2jMt 
9, I D/#&&«ra&T£-**y 2 l 9^©t£ 40 

^-^©Stai^ftOWi^* »j 2 1 9©#iLf|HJ8P2 2 

7 F 7 - £ ft ©31<ii8** 5 1 > ItfflWmHP 6© 3 V > 

KA^tcio^^yrtcDaiartsossfeA^T^. c 
©a^tctj. ws*<tio orttDcpui2or'®ash/iis 

gx-£#ftStM7, 1 6 0 ^tbX^i^V 2 1 3©#& 
*0i»2 2 2 tcKiHSnS B *i£*IJ@J2 2 2WCPU 1 2 
0©J&7jHCg-5#^y 2 1 3 4dcfca ; ^y 2 1 9©^ 

[0 0 7 7 ] SfcCcH 21, dl 2 2 *m^TMJ\<D$mm 50 
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■J 2 1 3, 2 1 9©K£:frft#g&6. Wt. S 

— ©*te#!lr«:>* U 2 13, 219 ©l&SiiF D J: 0 

»jTte. [^2 HC^T^OCcy^y 2 13, 2 19© 
K£r-£tJLAN^>*:7:t-;z. 1 4 OfiOROM 1 
9 1 T&^K^iitr. 

[ 0 0 7 8 ] H2 2tC*5ti-C. *iA*lJ1»2 3 9liROM 
1 9 1 'J 2 1 3^©SEf-^ HE/ 

BfSHbSi/BHHbgg I D) £SE#iA# t ^ ■=& >J 2 1 3 CC 
*^3Atr 0 SiA»2 4 0HROM1 9 1 <t O^^t'J 2 

A t ^'J 2 1 9fcS*iitf. 

[ 0 0 7 9 ] **iS«*BUlSM-&^ LS-b©**fe 

oS^CCtt, ROM 1 9 HCfattT£|*gS£\ ^*'J2 
1 3flI£LTi8<I'^? hjEftTKl/VH^Mi 
U ^-t'J 2 1 9ffl£bT§{i^'^ Y^%7 FUX/ 

tt, ROM 1 9 HC IBIS? o ^^'J2 13ffli 
brSft^^r ? h — htflS/Hi^ib^i >^'J2 
1 Qffli LTSft^'ir sp h JL — H9a/«fSai-rft« 

it^ D mEHoiiiswitcaffl-rois^ctj, romi 9 1 
tciBit-rsrtg*, ^^ey2 1 3^ LT&ft^^ h 

^SgWcfflffl-roii^vCtS, ROMI 9 1 tClSit^rt 
g^r. >'^V2 1 3fflib-C*^>hffi/Bf^bS!, ^ 

^y 2 1 smtLx^im/mmmt-fhtmi^ m 
^(omim$ncmmirzm^c\t, romi 9 ncsar 
ortg^, >^ty 2 1 zmtbxij^yv^/mmm 

ti, ROM 1 9 nciBttl-SrtS*. >^rU2 13ffli 
[0080] 

[^©?MU *^0J^cj:nt-3:. Bf^btfSifttcBf-^ 
[0081] stgijtt at urie#fl3i*5 
[0082] sasowsi L/rBt^baaisij^ft^inis? 

ffil:©Bg#{bffi«:ffll^Ci*S(±l*SCitclip^T, 

x\ wmmmmoim^m±th 0 

[0 0 8 3 ] gSHSUttlRi LXm^T F 



(12) 
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? ^0, 

[02] *mmm-om$m^m zmmm^ (w 

t 0 4 ] **?8CDS-©**S^tc4sW SBfsHbHEffiSB 10 



[014] *^©^E©*ife^jtcteW5^"^^ h©l# 



[015] **BJ©^AtDllffiF!ltCiJWSBt-^ta5©^ 



m \ 8 ] ^mmm^ommm^io^h^iiuoy 

u ? ^0 O 

[019] *^l?©JH:©llteffllK:tJt^5ie^baiBfi 

[02 0] *^©Si:©||Jfe^JtC*JW5>^'^s; h©l& 
BJ0 o 

[0 2 1] *^BJ©mA©*ife^Jtci>W^LANW>.^ 
[[12 2] *»?8©mA©*iEWtCiJWSBf-^ftS|5©^ 



[0 6 ] ^mMom-®mwuci6ij z>$m{i%w7u 

[0 7 ] *^©^r©^teWfrc:4jW^Bg^{bitlB1SSI5 

[0 8 ] *^©mZCD^»JtC4oW^Bf-^ft^07'n 
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